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1.06wme cBeaeHUA

1.1. HasHauyeHue KOHTpOANepa ynpasneHna BMC

BMC BcTpaumBaetcsa B moaynb ocHoBHoi ALLIHE.467149.002 nspenvs v npeaHasHadeH ana
MOHWTOPUHIA U yNpPaBAeHNA KOMNOHEHTAMM annapaTHOro obecneyeHus.

BMC TaK:Ke No3BO/IAET yAa/IeHHO UCNPaBUTb, MOANDULMPOBATL UM NEePeyCTaHOBUTb CUCTEMHOE
nporpammHoe obecneyeHue (MO).

BMC obecneumnsaer:

*  MOHMUTOPUHI COCTOAHUA 060pPYAOBAHUSA;

*  HACTPOMKY U KOHOUIypUpoBaHMeE CETEBOM NOACUCTEMDI;

= 0b6cnykuBaHue;

* XypHanaupoBaHue cobbiTnin 06opyaoBaHUA;

* yAaNeHHOe ynpaB/ieHne pecypcaMn nsgenus;

* yAaNneHHOoe ynpas/ieHMe NPOLIMBKOM MaTePUHCKOW NAATbI.

[na paboTtbl ¢ BMC maTepUHCKMX NAaT U3AENUI NPUMEHAIOTCA CNeayHoLLMe TEXHUYECKUE U
nporpaMmHble CpeacTBa:

* nepcoHanbHbIli KomnbtoTep (MK) nog ynpasneHnem onepauynoHHol cuctembl (OC) Windows

nnm Linux. Ha MK gonxeH 6biTb ycTaHoBNEH Bpay3ep. B HacToALLe MHCTPYKLUM UCNO/b3YeTcs
OC Windows c 6pay3sepom Mozilla Firefox.
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2.Pabota c BMC yepes Beb-uHTEpdENC

2.1. Hauano pa6ortbi

Ona exoga 8 BMIC Heobxoammo:
= B aapecHol cTpoKe bpay3epa BBECTU C/ieAyIOLLY0 CTPOKY (Npumep):

https://10.27.192.233/#login

= B nosBuBLUEMCA OKHe aBTOpM3auuu (pucyHok 1) HeobxoaAMMO BBECTM paHee BblAaHHble
aAMUHUCTPATOPOM MMA NONb30BATENA U NAPOIb;
= HaxaTb KHOMKY «Sign me in».

Mocne aToro oTkpoeTcs Beb-nHTepdeiic (PUCYHOK 2).

PucyHok 1. OKHo aemopu3sayuu

Login to BMC

lUsername
Password

US - English v

() Remember Username

| forgot my password
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PucyHok 2. Obwuli sud eeb-uHmepgetica

BMC WEB = = A | us-english v| ©sync  CRefresh & admin v

Moreinfo®

ore it
Q@ Today (s7) Details Q 30days (s7) Details @ Sensor Monitoring,
All sensors are good now!

@ Currently recovered

system_event micracontrotier or coprocessor
22 events 1 event

o Wi

OCHOBHOE HaBUIALMOHHOE MEHIO COCTOUT U3 BKAAA0K, OCYLLECTBAAIOLWMX cneayome GyHKLUN:
1) OYHKUMN MOHUTOPUHTA:

= «Dashboard»;

= «Sensory;

= «System Inventory»;

= «FRU Information»;

= «PSU Information»;

= «Logs & Reports»;
2) l3meHeHWe HacTpoeK:

= «Settings»;

3) ®yHKLMM ynpaBaeHua:

= «Remote Control»;
= «Power Control»;

4) O6cnyxuBaHuMe:

= «Image Redirection»;
= «Maintenance»;

5) Bbixoa;:

= «Sign Out».

PykoBoacTso nonb3osatens/KoHTponnep ynpasneHua BMC 6




3. DYHKLUMM MOHUTOPUHTA

3.1. Bknapka «Dashboard»

Mo3BonseT NPocMoTpeTb 061y MHbopMaumio (pucyHok 3). OTobparkaemasn MHPOpPMaLUA:

= Bpems paboTbl cepBepa;

*  CUCTEMHble COBbITUA 3a AeHDb;

=  CUCTeMHble cobbITMA 3a BCe BpemA paboTbl;

*  MHbopMaumaA 0 cobbITUAX ayTeHTUDUKALMN;

=  nMHPOPMaALMA O KPUTUYECKMX COOAX M OLMOKaX.

PucyHok 3. Obuwjuli 8ud eknadku «Dashboard»

Dashboard concalpane

44dors

Power-On Hours

Moreinfo © Moreinfo ©

& Today (o) Details & 30 days (:s9) Details ©@ Sensor Monitoring
All sensors are good now!
. 4 /_\‘ @ Currently recovered

No events for today.. — system_event
—]

= 102 events

4

3.2. Bknapgka «Sensor»

Mo3BonseT NpocmoTpeTb MHGOPMaLUIO OT CeEHCOPOB (pUcyHOK 4). OTobparkaeman nHdopmaLms:

= «Critical Sensors» — pgaTyMku, oTobparkatowme KPUTUYECKUE COCTOAHUSA;
= «Discrete Sensors States» — gaTtunKku, oTobparkarowme npucyTcTene 6J10KOB NMUTaHUS;
= «Normal Sensors» — gaTunKkm, oTobparkatoLLme HopmMmaabHble COCTOAHMUA:

O Temnepatypbl LeHTpanbHoro npoueccopa (LM);
O CKOPOCTb paboTbl BEHTUNATOPOB;
O  [ATYMKM MO NUTAHMUIO.
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PucyHok 4. Hghopmayusa om ceHcopos

Sensor Reading L=

[ Critical Sensors (0) 1

©All threshold sensors are normal

[ Discrete Sensor States (3)| 2

Sensor Name State
® Psu1_status No state defined
@ Psu2_status Presence Detected
@ watchdog_BMC No state defined

|QNormal Sensors (36) | 3

Sensor Name Reading Behavior
Je +1.05V_PCH 1.05Volts
A +12V 11.94Volts
Je 433V 3.28Volts
Je 45V 4.95Volts
1 BMC 40°C
I CPUO_JDIMMFO 2°C
I cPuo_Temp 39°C
1 CPUO_VR 30°C 4
I cPu1_IDIMMIO a1°c
1 cpul_Temp 44°C
I cPULWR 38°C
% FANIA 9300 Rpm
% FAN1B 9200 Rpm
¥ FAN2A 7800 Rpm 5
% FAN2B 7800 Rpm
o FAN3A 7200 Rpm

i nlet 27°C

i LSISAS3008 35°C

4 P1VB_PCH 1.80Volts

A PGPPA_PCH 3.26Volts

A PSUL_12V ovolts

4+ PSU1_IOUT 0Amps 6
A PSU2_12V 12.12Volts

4+ PSU2_IOUT 0Amps

§ Psu_watt 140 Watts

J PVCCIO_CPUO 1Volts

4 PVCCIO_CPUL 1.01Volts

4 PVDDQ_ABC 1.20Volts

4 PVDDQ_DEF 1.20Volts

4 PVDDQ_GHI 1.20Volts

4 PVDDQ_JKL 1.20Volts 6
J PUNN_PCH 1.02Volts

| REAR_IO a1°c

Y- VBAT 3.10Volts

4 VCC_CPUO 1.78Volts

4 VCC_CPUL 1.78Volts

[N Disabled Sensors (11)

XCPUO_JDIMMAQ XCPUO_JDIMMBO XCPUO_JDIMMCO XCPUO_JDIMMDO
XCPUO_JDIMMEQ XCPU1_JDIMMGO XCPU1_JDIMMHO XCPU1_JDIMMJO

XCPU1_JDIMMKO XCPU1_JDIMMLO XNVME_SSD6
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3.3. Bknapgka «System Inventory»

Mo3BonaeT NPoCMoTPeTb MHGOPMALMIO CUCTEMHOWN MHBEHTapM3aLumn. Bknaaka «System
Inventory» coaepXuT cnegytowme pasaensl (pUCyHOK 5):

= «CPU Information»;

= «DIMM Informationy»;
= «PCl-e Informationy;
= «SATA Information».

PucyHok 5. Pazdenel sknadku «System Inventory»

BMC WEB

Firmware Information
3.00.0
Dec 302022 11:04:51 CST

Hoat Online

Dashboard

Sensor

6 System Inventory

CPU Information
DIMM Information
PCl-e Information

SATA Information

@ FRU Information

OTtobparkaeman nHpopmauma pasaenos:

=  «CPU Information» — otobpakeHune napameTpos LM (pucyHok 6);

PucyHok 6. OmobpaxceHue napamempos L1

CPU Information

CPU_0 Information

CPU_1 Information

=  «DIMM Information» — oTobpakeHre NnapameTpoB NaMATU ONepPaTUBHOIO 3aMOMMUHAIOLLENO
ycTpoicTaa (03Y) (pucyHok 7);
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PucyHok 7. OmobpaxceHue napamempos namsamu O3y

DIMM Information

DIMM_S Information

»  «PCl-e Information» — oTobpaxkeHne napameTtpos ycTpolicTs PCl-e (pucyHOK 8);

PucyHok 8. OmobpaxeHue napamempos ycmpolicme PCl-e

A Home

PCl-e Information

PCl-e 0 Information
Nendor 10

Link Spee
Base Class Cod:

Sub Class Code

PCl-e 1 Information

2 for 10GBE SFPe

Link Speed

Base Class Code

Sub Class Code

PCl-e 2 Information

= «SATA Information» — oTobparkeHne NnapameTpPoB NOAK/UYEHHbIX HAKoNUTeNen (pUCyHoK 9);

PucyHok 9. OmobpaxceHue napamempos nooKAYeHHbIX Hakonumesnel

SATA Information

SATA_4 Information

Mo e

SATA_S Information
Mo ne

SSATA_4 Information
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3.4. Bknapka «FRU Information»

Mo3BonsAeT NPOCMOTPETb AaHHble, 3anncaHHble B ycTponcTso FRU (pucyHok 10). OTobparkaemas
nHpopmauyms:

=  «Available FRU Devices» — oTobparkeHne AOCTynHbIX ycTpolicts FRU;

» «Chassis Information» — oTobpaxkeHne MHPopPMaLMK O Laccy;

= «Board Information» — oTtobpaxkeHne nHPopmaLMn O MaTEPUHCKOM nnaTe;
»= «Product Information» — oTtobpakeHne nHpopmaummn o6 nsgenmu.

PucyHok 10. MlHpopmayus o6 ycmpolicmeax FRU
FRU Field Replacable Unit

Available FRU Devices 1

FRU Device ID [ov]

FRU Device Name BMC_FRU

|Chassis|nformaﬁon | 2 Board Information I 3 |Productlnf0|mation| 4

Chassis Information Area Format Version 1 Board Information Area Format Version 1 Product Information Area Format Version 1

Chassis Type Main Server Chassis Language 0 Language 0

Chassis Part Number 102 Manufacture Date Time Tue Apr 12 00:54:00 2022 Product Manufacturer BULAT

Chassis Serial Number 01234 Board Manufacturer BULAT Product Name 85-102

Chassis Extra Board Product Name 85-102 Product Part Number 01234
Board Serial Number 1234 Product Version o1
Board Part Number 850123 Product Serial Number 0123445
FRU File ID Asset Tag ABC
Board Extra FRU File 1D

Product Extra

3.5. Bknapgka «PSU Information»

Mo3B0/IAET NPOCMOTPETL AMHAMMYECKYIO MHOPMaLMIO 0 B10Kax NMTaHMA (pUcyHoK 11).
OTobparkaemas MHGopMaLumsa:

= «Power Supply Status» — cocTtosHue 6a0Ka NUTaHUS;

=  «AC Input Voltage» — BxoaHoe HanpsAKeHue;

=  «AC Input Current» — BXoAHaA cuia TOKa;

=  «DC 12V Output Voltage» — BbiIxogHOE HanpsiKeHue;

=  «DC 12V Output Current» — BbIXOAHAsA CUNA TOKA;

= «Temperature 1» — TemnepaTtypa Ha BXO4HOW Lenu;

=  «Temperature 2» — TemnepaTypa Ha BbIXO4HOW Lenu;

» «Fan 1» — ckopocTb paboTbl BEHTUAATOPA 1;

* «Fan 2» — ckopocTb paboTbl BEHTUAATOPA 2 (NPU HaUYUK);
= «DC 12V Output Power» — BbIXO4HAs MOLLHOCTb;

=  «AC Input Power» — BxogHasa MOLHOCTb;

= «Serial Number» — cepuiiHbI HOMep 6/10Ka NUTaHWSA;

= «Primary Circuit FW Rev» — Bepcusa MO 610Ka nuTaHUS;

= «Secondary Circuit FW Rev» — Bepcua MO 610Ka nuTaHumA.

PykoBoacTBO nonb3osatens/KoHTponnep ynpasneHua BMC
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PucyHok 11. UHdpopmayus o PSU

# Home PSU
PSU power Supply Units
@

Slot 1 Slot 2

Power Supply Status PS OK Power Supply Status PSOK

AC Input Voltage 236 (V) AC Input Voltage 235 (V)

AC Input Current 0.375 (A) AC Input Current 0.391 (A)

DC 12V Output Voltage 12.2 (V) DC 12V Output Voltage 12.1(V)

DC 12V Output Current 4.500 (A) DC 12V Output Current 5.500 (A)

Temperature 1 29.0C/84.2F Temperature 1 30.0C/86.0 F

Temperature 2 42.0C/107.6 F Temperature 2 39.0C/102.2 F

Fan1l 7936 RPM Fan1 7936 RPM

Fan2 0RPM Fan2 0RPM

DC 12V Output Power 48 (W) DC 12V Output Power 59 (W)

AC Input Power 77(W) AC Input Power 81(w)

Serial Number FSD057A0200AGB2034 Serial Number FSD057A0200AGB2034

000001 000189
Primary Circuit FW Rev v48.48 Primary Circuit FW Rev v49.48
Secondary Circuit FW Rev v49.48 Secondary Circuit FW Rev v49.48

3.6. Bknapka «Logs & Reports»

Bknagka «Logs & Reports» cogepxuTt cneaytowme pasaens! (pUcyHoK 12):

= «IPMI Event Log»;
= «System Log»;

=  «Audit Log»;

= «Video Log».
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PucyHok 12. Pazdenbl 8knadku «Logs & Reports»

BMCWEB

Firmware Information
3.00.0
Dec 302022 11:04:51 CST

Host Online

Dashboard

Sensor

System Inventory

FRU Information

PSU Information

Logs & Reports

IPMI Event Log
System Log
Audit Log

Video Log

Otobparkaemas MHGopMaLums:

* «Event Log» — XypHan cobbiTuii Ha uHTepdeice IPMI (pucyHok 13);

PucyHok 13. OmobpaxceHue uHgopmayuu pasdena «Event Log»

# Home - Eventlog

Event LOg Allsensor eventlogs
e

Filter by Date @ -| EndDate o] Filterbytype  All Events ~ All Sensors 2 4
UTC Offset: GMT +3:0 &pownload EventLogs | &Download Interpreted Event logs

Event Log: 300 out of 300 event entries

February 2023 =

o 1D: 376 PSU1_Status sensor of type power_supply logged a presence detected ©22 min

e 1D: 375 Unknown sensor of type os_boot logged a rom boot completed @20 hours ago
e 1D: 371 FAN2A sensor of type fan logged a lower non recoverable going low ® 20 hours ago
o 1D: 372 FAN2A sensor of type fan logged a lower critical going low ©20 hours ago
o 1D: 373 FAN2B sensor of type fan logged a lower non recoverable going low @20 hours ago

a 1D: 374 FAN2B sensor of tvpe fan logeed a lower critical eoing low

Event Logs Statistics
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= «System Log» — KypHa/ cucTeEMHbIX COBbITUIN Ha cepBepe (PUCYyHOK 14);

PucyHok 14. MypHan cucmemHbix cobbimuli Ha cepsepe
# Home System Log.

System Log 4ilsy

Filterby Date  Start Date @ |-| EndDate © | EventCategory —Alert v

System Log: 2 out of 2 event entries

ID: 1 February 6th 2023, 3:07:14 pm  AMID8EOB8010288  kernel: kernel - - [ 6.540000] Helper Module Driver Version 1.2 -

ID: 2 February 6th 2023, 3:07:14 pm  AMID8EOBB010288  kernel: kernel - - [ 6.540000] Copyright () 2009-2015 American Megatrends Inc. -

*  «Audit Log» — }ypHan cobbiTnit ayTeHTMdMKaumm Ha BMC (pucyHok 15);

PucyHok 15. ypHan cobeimuli aymenmuguxkayuu Ha BMC

# Home - Audit Log

Audit Log »

Filter by Date | Start Date ® |-| Endpate (0]

Audit Log: 9 out of 9 event entries

lgf  1D:9 February 7th 2023, 10:54:36 am  AMIDBEOBE010288 spx_restservice: spx_restservice - - [1477 : 1477 INFOJhttps Login from IP:10.27.152.111 user:admin -

lg) 1D:2February 7th 2023, 10:54:28 am  AMIDBEOBB010288 spx_restservice: Spx_restservice - - [1477 : 1477 INFOJHTTPS logout from IP:10.27.152.111 user:admin -

lgp 1D: 7 February 7th 2023, 9:56:10 am  AMIDBEOBBO10288  spx_restservice: spx_restservice - - [1477 : 1477 INFO]https Login from IP:10.27.152.111 user:admin -

lg) ID:6 February 7th 2023, 9:55:49 am  AMIDBEOBB010288  spx_restservice: spx_restservice - - [1477: 1477 INFOJHTTPS logout from IP:10.27.152.111 user:admin -

lgp  ID:5 February 7th 2023, 9:55:07 am  AMIDBEOBB010288  spx_restservice: spx_restservice - - [1477 : 1477 INFOJhttps Login from IP:10.27.152.111 user:admin -

~ 1D: 4 February 6th 2023, 5:41:33 pm AMID8E0B8010288 spx_restservice: spx_restservice - - [1477 : 1477 INFOJHTTPS logout from |P:10.27.152.111 user:admin -

~ 1D: 3 February 6th 2023, 4:55:14 pm AMID8E0B8010288 spx_restservice: spx_restservice - - [1477 : 1477 INFQ]https Login from 1P:10.27.152.111 user:admin -

-~ 1D: 2 February 6th 2023, 4:31:51 pm AMID8E0B80102828 spx_restservice: spx_restservice - - [1477: 1477 INFOJHTTPS logout from |P:10.27.152.111 user:admin -

*= «Video Log» — xypHan suageopernctpaumm coboitnii Ha BMC (pucyHok 16):

O JI0KanbHanA 3anucb XKypHasia Buaeopernctpaumm (pucyHok 17).

PucyHok 16. Bud okHa «Video Log»
# Home Video Log.

Video Log i«

Filter by Date  Start Date @ |-| EndDate (]

Video Log: 1 out of 1 event entries
February 2023
©1D:1an hour ago

@)  video_dump_2023y-02m-27d_08h-56m-56s.dat Post Event Recorded on Monday, February 27th 2023, 11:57:14 am

(]
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PucyHok 17. /lokanbHAs 3anuce #ypHanaa sudeopeaucmpayuu

Mpymep 3anncK XypHana BuaeoperncTpaumm Ha yaaneHHolt cepsep NFS B anpeKtopuio
/var/nfs/general nokasaH Ha pucyHke 18.

PucyHok 18. 3anuce #cypHana sudeopeaucmpayuu Ha yoaneHHsll cepsep NFS

Video Remote Storage

Record Video to Remote Server
Maximum Dumps

2
Maximum Duration (Sec)

20
Maximum Size (MB)

5
Server Address

10.27.192.242
Path in server

var/nfs/general
Share Type
@ s CIFs

Save

dopma 3anuncu BUAEOPErncTpaLmm Ha yaaieHHom cepsepe (pucyHok 19):

PucyHok 19. @opma 3anucu sudeopeaucmpayuu Ha yoaneHHoM cepsepe

S 1s

$ cd Jvar/nfs/general /AMIDBEOBB010288/
S 1s

video_dump_2023y-02m-27d_08h-56m-56s.dat

=

ABTOMATMYECKM CO34aETCA ANPEKTOPUSA C HA3BaHMEM cepBepa (B AaHHOM Npumepe
ANIIDS8EOB8010288), B KOTOPYIO ByAET 3KCNOPTUPOBATLCA KYPHA/ BUAEOPETNCTPALMN.
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4.13meHeHMne HaCcTpoeK

4.1. BknapgKa «Settings»

B AaHHOM BKNagKe peanr3oBaHa BO3MOMKHOCTb M3MeHeHUA HacTpoek. CoaepsKkuT cneaytouimne
pasgensl (pucyHok 20):

= «Captured BSOD»;

= «Date & Timey;

= «External User Services»;
= «KVM Mouse Setting»;

= «Log Settings»;

= «Media Redirection Settings»;
=  «Network Settings»;

=  «PAM Order Settings»;

= «Platform Event Filter»;

= «Servicesy,;

=  «SMTP Settings».

PucyHok 20. BKnadka «Settings» ¢ pasdenamu

Settings configure BMC opt

& D & o
Captured BSOD Date & Time External User Services KVM Mouse Setting
.
B = it 1=
=
Log Settings Media Redirection Settings Network Settings PAM Order Settings
Y of B #*
Platform Event Filter Services SMTP Settings SSL Settings
v
q H
a (3 L v

System Firewall User Management Video Recording Fan Mode

4.1.1. Paspen «Captured BSOD»

Paspen «Captured BSOD» oTtobparkaeT cHUMOK «Blue Screen», caenaHHbIN B MOMEHT cbos
nonb3oBaTtenbckon OC nocne nocneaHern nepesarpysKu.

4.1.2. Paspen «Date & Time»
B oaHHOM paspgene peann3oBaHa BO3MOXKHOCTb HACTPOWMKM AaTbl, BPEMEHM M YAaCOBOrO NosAca

(pncyHOK 21). Tak:Ke npeaycMOTPEHa aBTOMATMYECKan CMHXPOHM3auma BpemeHn — «Automatic
NTP Date & Time» (BkntoueHune/otkntoueHme NTP).

PykoBoacTBO nonb3osatens/KoHTponnep ynpasneHua BMC
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PucyHok 21. lMpumep Hacmpoliku «Date & Time»
Date & Time

# Hom:

lome - Settings - Date L Time
Mote:

Ifthe time zone is selected from the group of Manual offset (GMT/ETC time zanes), the interactive map selection feature will be disabled.
The new Time Zone settings will be reflected on the page anly after being saved.

Configure Date & Time

Europe/Moscow

Feb 7, 2023 8:50:22 AM (GMT+03:00 MSK) - Europe/Moscow

Automatic NTP Date & Time
Primary NTP Server

Secondary NTP Server
pooLntp.org

time.nist.gov

4.1.3. Paspen «External User Settings»

Paszen «External User Settings» no3BonseT ocyLwecTBAATb HACTPOMKY BHELLIHMX CPEACTB
nosyyYyeHusa AaHHbIX 06 y4eTHbIX 3anucax. CoaepuT cneaytowme nogpasaenbl:

«LDAP/E-Directory Settings»;
«Active Directory Settings»;
=  «RADIUS Settings».

Moapasaen «LDAP/E-Directory Settings» — HacTpolika npotokona LDAP:

1) «General LDAP Settings» — obwime HaCTPONKN (PUCYHOK 22).
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PucyHok 22. Obuwue Hacmpoliku «General LDAP Settings»

# Home - Settings - External User Settings - LDAP/E-Directory Settings -~ General LDAP Settings

General LDAP Settings

Enable LDAP/E-Directory Authentication

Encryption Type
° No Encryption SSL StartTLS

Common Name Type

° IP Address

Server Address

111.111.111.111

Port

389

Bind DN
cn=admin,ou=login,dc=bulat,dc=ru

Password

Search Base
ou=login,dc=bulat,dc=ru

Attribute of User Login

cn 4

Save

B npuBeaeHHOM Ha pucyHKe 22 npumepe BMC byaeT obpaliatbea K cepsepy LDAP ¢
IP111.111.111.111 Ha nopT 389, gomeH agepeBa KaTtanoros LDAP:

cn=admin,ou=login,dc=bulat,dc=ru
Bbasa noucka LDAP: ou=login,dc=bulat,dc=ru.
B KauecTBe naeHTMPMKaTopa nonbsosatena RDN BbibpaH «cny»:

= «Enable LDAP/E-Directory Authentication» — BKAloUYeHWe/oTKAOYEHME ayTeHTUdUKaLMM
LDAP;

= «Encryption Type» — tun wndposaHua ana LDAP:
o «No Encryption» — LDAP 6e3 windpoBaHus;
o «SSL» — LDAP c wundposaHunem SSL;
o «StartTLS» — LDAP c wundpposaHmnem StartTLS;

= «Server Address» — IPv4/IPv6 agpec cepsepa LDAP (nMbo nonHoCTblO onpeaefieHHoe
pgomeHHoe nmsa FQDN, ecnu BrkatoveHa onuusa StartTLS);

* «Port» — Homep nopTa LDAP (389 no ymonyaHuto);

= «Bind DN» — ucnonb3yeTcs B onepaumax NnpmBA3KN aepesa KaTtanoros LDAP K gomeHy;

» «Password» — naponb, Mcnonb3yeTca B onepauuax NpuMBA3KM AepeBa KaTanoros LDAP k
[OMEHY;

= «Search Base» — 6a3a noucka LDAP;

«Attribute of User Login» — napameTtp RDN naeHtudumkaumnm nonbsosatens (cn/uid);

PykoBoacTBO nonb3osatens/KoHTponnep ynpasneHua BMC
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2) «Role Groups» — HaCTPOWMKM rpynn poaun (PUCYHOK 23).

PucyHok 23. Hacmpoliku epynn ponu «Role Groups»

# Home - Settings - External User Settings - LDAP/E-Directory Settings - Role Groups - Role Groups

Role Groups

Group Name

users

Group Domain

dc=bulat

Group Privilege

User v
KVM Access

VMedia Access

B naHHOM OKHe:

=  «Group Name» — Ha3BaHWe rpynnbl Poau;

=  «Group Domain» — Ha3BaHMe gOMeEHa rpynnbl POaK;

= «Group Privilege» — yposeHb gocTtyna ponu: User/Administrator/Operator/OEM/None;
= «KVM Access» — goctyn poau K KVM;

=  «VMedia Access» — goctyn poau K VMedia.

Moapasaen «Active Directory Settings» — HacTpoliku AD:

1) «General Active Directory Settings» — obwme HacTpolikn AD (pucyHok 24).

PucyHok 24. Buo okHa «General Active Directory Settings»

# Home - Settings - External User Settings - Active directory Settings ~ General Active Directory Settings

General Active Directory Settings

Enable Active Directory Authentication

ssL

Secret Username

bulat

Secret Password

User Domain Name

bulat.ru

Domain Controller Server Address 1

111.111.111.111

Domain Controller Server Address 2

112.112.112.112

Domain Controller Server Address 3

113.113.113.113
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B ,aHHOM OKHe:

= «Enable Active Directory Authentication» — BkAtouYeHune/oTKNOYEeHMe ayTeHTUdUKaLum AD;
= «SSL» — BKAtOYEHME/OTKNOYEeHME NPOBEPKN cepTudmKaTta SSL;

= «Secret Username» — nma nonb3osatena AD;

= «Secret Password» — naposb nonb3osatena AD;

= «User Domain Name» — gomeHHOe MMsA No/b30BaTeNSs;

= «Domain Controller Server Address 1» — IP-aapec AD-cepsepa No 1;

= «Domain Controller Server Address 2» — IP-aapec AD-cepsepa No 2;

= «Domain Controller Server Address 3» — IP-aapec AD-cepsepa No 3.

MNoppasaen «RADIUS Settings» — HacTpoiiku npoTtokona RADIUS:

1) «General RADIUS Settings» — obwue HacTpoikm npotokosa RADIUS (pucyHoK 25).

PucyHok 25. Buo okHa «General RADIUS Settings»

# Home - Settings - External User Settings - RADIUSSettings - General RADIUS Settings

General RADIUS Settings

Enable RADIUS Authentication

Server Address.

111111111111

Port

1812

Secret

Enable KVM Access

Enable VMedia Access

B AaHHOM OKHe:

= «Enable RADIUS Authentication» — BkAtoueHMe/oTKNOUYEeHNE ayTEHTUGUKALMKM NO NPOTOKONY
RADIUS;

= «Server Address» — IP-agpec cepsepa RADIUS;

= «Port» — nopt cepsepa RADIUS;

= «Secret» — naponb cepsepa RADIUS;

= «Enable KVM Access» — BKAtoueHMe/OTKAO4EeHNe AocTyna nonb3osateneit RADIUS kK KVM;

= «Enable VMedia Access» — BK/o4yeHMe/oTKAOMEHME AOCTyna nosnb3oBatene RADIUS K
VMedia;

2) «Advanced RADIUS Settings» — paclumpeHHble HacTpoiiku npoTtokona RADIUS (pucyHokK 26).

PykoBoacTso nonb3osatena/KoHtponnep ynpasneHns BMC 20




PucyHok 26. Buo okHa «Advanced RADIUS Settings»

Advanced RADIUS Settings

# Home - Settings - External User Settings - RADIUS Settings - Advanced RADIUS Settings

RADIUS Authorization

Administrator

H=4

Operator

H=3

User

H=2

OEM Proprietary

H=1

No Access

H=0

B ,aHHOM OKHe:

=  «RADIUS Authorization» — HacTponKu aBTOpMU3auum Ans nonb3osateneit RADIUS;
= «Administrator» — ypoBeHb npaB Ana noab3osaTtensa Administrator;

= «Operator» — ypoBeHb nNpas Aaa noab3osaTtensa Operator;

= «User» — ypoBeHb Npas Ana noab3osatensa User;

= «OEM Proprietary» — ypoBeHb npas ana nonb3osatensa OEM;

= «No Access» — 6e3 goctyna.

4.1.4. Paspen «KVM Mouse Setting»

Pazpen «KVM Mouse Setting» no3BonseT ocyLecTBUTb HACTPOMKY pPeKMUMA
No3nuUMoHNpoBaHna/paboTbl «Mbiwn» ana KVM. O6wwmin Bua, okHa pasaena npuseaeH Ha

pUCyHKe 27.

PucyHok 27. Buo okHa pa3dena «KVM Mouse Setting»

KVM Mouse Setting

# Home - Settings KVM Mouse Setting

Mouse Mode Configuration

Mouse Mode
Relative Positioning (Linux)
° Absolute Positioning (Windows)

Other Mode (SLES-11 OS Installation)
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4.1.5. Paspen «Log Settings»

B pasgene «Log Settings» ocywectBnaeTtca HacTpoiika paboTbl Syslog. CoaepKuT cneaytowme
noapasaenl:

= «SEL Log Settings Policy»;
= «Advanced Log Settings».

Moapasgen «SEL Log Settings Policy» — HacTpoiKa NOAUTUKM KypHana cobbITUi (PUCYHOK 28).

PucyHok 28. Buo okHa nodpa3sdena «SEL Log Setting Policy»

# Home - Settings - Log Settings SEL Log Settings Policy

SEL Log Settings Policy

Log Policy
Linear Storage Policy ° Circular Storage Policy

B naHHOM OKHe:

= «Linear Storage Policy» — nnHeliHas NoOAUTUKA XPaHEHWUS AAHHbIX O COOLITUSAX;
= «Circular Storage Policy» — unknnuyeckasa NOAUTUKA XpPaHEHMA AaHHbIX O COBbITUAX.

MNoapasaen «Advanced Log Settings» — paclumMpeHHble HAaCTPOMKM KypHana cobbITUi
(pucyHoK 29).
PucyHok 29. Buo okHa nodpaszdena «Advanced Log Settings»

# Home - Settings - LogSettings ~ Advanced Log Settings

Advanced Log Settings

System Log
Local Log

Remote Log

Port Type
@ vor TCP

File Size

50000

Rotate Count

1

Remote Log Server

111.111.111.111

Remote Server Port

514

Enable Audit Log

PyKkoBoACTBO nosib3oBaTena/KoHTponnep ynpasneHus BMC 22




B ,aHHOM OKHe:

= «System Log» — BK/toYEHNE/OTKNOYEHME OTOBPAXKEHNA BCEX CUCTEMHbIX COOLITUIA;

» «Local Log» — BKAtOUEeHUE/OTKNOYEHNE COXPAHEHME }KypPHana cobbiTuii nokanbHo (Ha BMC);

= «Remote Log» — BK/IOYEHWNE/OTKNOUYEHME COXPAHEHME KYpPHaNa cobbITUIA Ha yaaNeHHOM
cepBepe;

= «Port Type» — TMN NPOTOKONA Nepesaun }KypHana cobbiTuii Ha yaaneHHbIn cepsep: UDP/TCP;

= «File Size» — maKcMManbHbIN Pa3Mep COXPaHAEMOrO KypHasia cobbITUit B balTax;

* «Rotate Count» — B cnyyae NpeBblWEHUA MAKCMMaNbHOrO pPasmMepa *KypHana cobbiTui
cTapan uHoopmauma nMbo nepemeLL,aeTca B pe3epBHY KOMUIO XKypHana cobbiTuit (B cnyyae
3HauyeHuA «1»), (nbo ygansetca 6e3B03BPATHO (B c/ly4ae 3HaYeHUs «0»);

= «Remote Log Server» — IP-aapec yganeHHoro cepsepa Syslog;

= «Remote Server Port» — nopT yganeHHoro cepsepa Syslog;

= «Enable Audit Log» —  BKIIOYEHME/OTK/OYEHUE  KYPHA/NMPOBAHUA  COBbITMI
ayTeHTUdUKauUK.

4.1.6. Paspen «Media Redirection»

B pasgene «Media Redirection» ocyliecTsaseTca nepeHanpas/ieHne K yaaseHHol cpeae
pa3meLLeHuA 3arpy3o4Hbix 06pa3os. CogepKuT cneayrowme noapasaesnso:

= «General Settings»;

=  «VMedia Instance Settings»;
=  «Remote Session»;

= «Active Redirections».

Moapasgen «General Settings» — OCHOBHbIE HACTPOMKN NepeHanpaBieHUs K AUPEKTOPUM Ha
yAaNleHHOM cepBepe, CoAepKalllel 3arpy3oUHble ob6pasbl (pucyHok 30).

PucyHok 30. Bud okHa nodpasdena «General Setting»

# Home - Settings Media Redirection General Settings

General Settings

Remote Media Support
Mount CD/DVD

Server Address for CD/DVD Images

10.27.192.250

Path in server

/mnt/nfs_share

Share Type for CD/DVD

° nfs cifs

Same settings for Harddisk Images
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B ,aHHOM OKHe:

= «Remote Media Support» — BKAOYEHME/OTKAOUEHNE MOALEPKKU MepeHanpaBieHus K
yAANeHHoM cpeae pasMeLl,eHns 3arpy3oyHbix 06pasos;

=  «Mount CD/DVD» — BKAtOYEHUE/OTKNOYEHNE BO3MOMKHOCTU MOHTUPOBAHMA 3arpPy304HOTO
obpasa K yaaneHHon cpege CD/DVD;

= «Server Address for CD/DVD» — IP-aapec yaaneHHOro cepsepa, COAEprKalllero cpeay c
3arpy3o4Hbim obpasom CD/DVD;
= «Path in Server» — paupekTopua, B KOTOPOM PACMOSIOXKEHbl 3arpy3o4yHble 06pasbl Ha

yAaNneHHOM cepBepe;

= «Share Type for CD/DVD» — TMn NpoTOKO/Aa AOCTYyNa K 3arpy304HbiM 06pasam Ha yaaneHHOM
cepsepe (NFS/CIFS);

= «Domain Name» — gOMeHHOe MMA yAaNeHHOro cepBepa ¢ 3arpy304HbiMm obpasamu;

= «Same settings for Harddisk Images» — wucnonb3oBaTb Te Ke HACTPOMKM AnA
nepeHanpasfeHus K yaaneHHon cpeae Hard disk.

MNoagpasaen «VMedia Instance Settings» — HacTponku VMedia (pucyHok 31).

PucyHok 31. Bud okHa nodpasdena «VVMedia Instance Settings»

# Home - Settings - Media Redirection VMedia Instance Settings

VMedia Instance Settings

CD/DVD device instances

1 v

Hard disk instances

1 v

Remote KVM CD/DVD device instances

1 v

Remote KVM Hard disk instances

1 v

Power Save Mode

B ,aHHOM OKHe:

= «CD/DVD device instances» — KO/NMYECTBO CECCMIA MNepeHanpasleHua K cepBepam,
coaep<almm cpeay CD/DVD c 3arpy3o4Hbimu obpasamu;

* «Hard disk instances» — KonuyectBo ceccuin nepeHanpaB/ieHNA K cepBepam, CoAepHKaLlum
cpepny Hard disk ¢ 3arpy3ouHbimu o6pasamu;

= «Remote KVM CD/DVD device instances» — Konuyectso ceccuit KVM ana nogaknoyeHun
cpenbl CD/DVD c 3arpy3o4Hbim 06pasom;

=  «Remote KVM Hard disk instances» — konuyectso ceccuit KVM ans nogknoueHuns cpeapbl
CD/DVD c 3arpy304Hbim 06pasom;

= «Power Save Mode» — BKAOYEHNE/OTK/IOYEHNE PEKMMA IKOHOMMUU INEKTPOSHEPTUN NPU
paboTte BMC.

Moapa3saen «Remote Session» — HacTPOMKK yaaneHHom ceccnumn KVM (pucyHok 32).
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PucyHok 32. Buo okHa nodpa3dena «Remote Session»

# Home - Settings - Media Redirection

Remote Session

KVM Single Port Application

Keyboard Language

{ Auto Detect (AD) b d

Retry Count

3

Retry Time Interval(Seconds)

10
Server Monitor OFF Feature Status

Automatically OFF Server Monitor, When KVM Launches

B naHHOM OKHe:

=  «KVM Single Port Application» — BkatoueHne/oTKAOYEHME onuumn «PUNOXKEHNE OAHOMO
nopta» ans BMC;

= «Keyboard Language» — Bbibop s3blKa Knasuatypbl KVM;

= «Retry Counts» — Ko/iiM4yecTBO NOMNbITOK NOBTOPHOro nogkatoueHna KVM npu obHapyxeHun
obpbIBa ceccuu;

= «Retry Time Interval(Seconds)» — MHTepBan, c KOTOPbIM NPOM3BOAATCA NOMbITKM NOBTOPHOIO
noakntoveHna KVM;

= «Server Monitor OFF Feature Status» — BK/AOYE€HME/OTKAOYEHME OMUUU OTKAHYEHUA
MOHUTOpPaA CepBepa;
= «Automatically OFF Server Monitor, When KVM Launches» — BKAto4YeHMe/OTKAOUYEHUE

OnNuUKM OTKNOYEHMA MOHUTOPA cepBepa, Koraa 3anyweH KVM.

Moapasaen «Active Redirections» — cnMCOK aKTUBHbIX CECCUIM NepeHanpaBAeHUA K yaaNeHHOM
cpene, coaepkallen 3arpy3oyHble ob6pasbl (pUcyHOK 33).

PucyHok 33. Bud okHa nodpa3dena «Active Redirections»
Active Redirections

Media Type & Media Instance & Client Type $ Redirection Status & Client1p &

co/ovD 4 HsViewer Started 1027.152.111

@ Remote KVM [10.27.192.251] - [1280 x 1024 - Google Chrome - o X

A Notsecure | 5etps://10.27.192.251/viewer.html

« Exm Yy e R — L

Video~ | Mouse- | Optons | Keyboard~ | Send Keys~ | HotKeys~ | VideoRecord = Power | Actve Users . Helpw «» E@man

en

i | o | car | ceree | maer | reree JERRY aes [ sce
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4.1.7. Paspen «Network»

B pasgene «Network» nponcxoant HacTpolika ceteBoro nHtepoerica BMC. CoaepuT cnegytowime
noppasaensi:

= «Network IP Settings»;

= «Network Bond Configuration»;
= «Network Link Configuration»;
= «DNS Configurationy;

* «Sideband Interface (NC-SI)».

Moapasgen «Network IP Settings» — HacTpoliku IP (pucyHok 34).

PucyHok 34. Bud okHa nodpasdena «Network IP Settings»

M Home - Settings -~ Network Network IP Settings

Network IP Settings

Enable LAN

LAN Interface

bond0 V.

MAC Address

D&:E0:B8:01:02:88

Enable IPv4
Enable IPv4 DHCP

IPv4 Address

10.27.192.233

1Pv4 Subnet

255.255.255.0

IPv4 Gateway

10.27.192.254

Enable IPv6
Enable IPv6 DHCP

IPv6 Index

0 v

IPv6 Address

Subnet Prefix Length

0

Enable VLAN

VLANID

0

VLAN Priority

0
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B ,aHHOM OKHe:

=  «Enable LAN» — BKkatoueHue/oTkatoueHue LAN;

=  «LAN Interface» — BbIbop ceTeBOro UHTEPdElica U3 CNUCKa;

=  «MAC Address» — otobpaxkeHne MAC-agpeca ceTeBoro nHtepdeinca;

= «Enable IPv4» — BkAtoueHue/oTKAoYeHUe IPV4A ana ceTeBoro nHtepdeica;

= «Enable IPv4 DHCP» — Bknto4eHue/oTkaodeHne DHCP gns ceTeBoro nHtepdeiica;

= «IPv4 Address» — Ha3HayeHue cTaTuyeckoro IPv4 agpeca ana ceteBoro nHTepdeica;

»  «IPv4 Subnet» — Ha3HayeHWe MacKK NoaceTU AN CeTeBOro MHTepdenca;

= «IPv4 Gateway» — Ha3sHa4yeHMe W33 NO YMOAYAHUIO AN1A CETEBONO UHTEpdelca;

= «Enable IPv6» — BKkAtoueHMe/oTKAoUYeHUe IPV6 ana ceTeBoro nHtepdeica;

= «Enable IPv6 DHCP» — BKAOYEHME/OTKAOUYEHME NONYYEHMA HAaCTPOEK CETEBOrO aganTepa no
DHCP;

*= «IPv6 Index» — Ha3HayeHMe uHAEKca 30HbI IPv6 ans ceteBoro nHtepdelica;

= «IPv6 Address» — HasHauyeHMe cTaTU4eckoro IPv6-aapeca ans ceteBoro nHTepdelica;

= «IPv6 Subnet Prefix Length» — Ha3HaueHWe annHbl Nnpedukca IPv6 gns ceteBoro uHTepdelica;

= «Enable VLAN» — BkntoueHune texHonornn VLAN mode trunk Ha nHtepodeiice;

=  «VLAN ID» — Homep VLAN nHTepdeirica BMC;

= «VLAN Priority» — Homep npuoputeta VLAN 802.1p DSCP.

Noapasaen «Network Bond Configuration» — koHdurypauua bonding (LAG) ceTeBbix
nHTepdelicos (pucyHok 35).

PucyHok 35. Buod okHa nodpaszdena «Network Bond Configuration»

# Home - Settings -~ Network Network Bond Configuration

Network Bond Configuration

Enable Bonding
Auto Configuration

Bond Interface

etho v

Bond Mode

active-backup

B ,aHHOM OKHe:

= «Enable Bonding» — BKAoYeHne/oTKAO4YeHME bonding Ha ceTeBbIx MHTEpdeicax;

» «Auto Configuration» — BKAlOYEeHME/OTKNOYEHNE aBTOMATMYECKOM KoHduUrypaumm bonding
Ha umetrowmxca BMC ceTeBbIx MHTEPDENCOB;

= «Bond Interface» — Bblbop ceTeBoro nHTepdenca-ydyacTHmKa bonding;

= «Bond-mode» — oTOb6paxkeHMe pexmma bonding ceTeBbix MHTepdeincoB (OCHOBHON —
«active-backup»).
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A YBEZIOMJ/IEHME

Tpaduk mexay nutepdpencammn-ydyactHukamm bonding (MHTepdeiic BMC n nntepdeic
BCTPOEHHOro ceTeBoro agantepa Intel X722) 6anaHcupyetca, noaTomy 06a MHTepdenca-y4acTHUKA
bonding [,o0MKHbI HAXOAUTLCA B O4HOM LUMPOKOBELLATE/IBHOM AOMEHE, MHAYe CYLLECTBYET PUCK
notepu IP-ceaszHoctn c BMC.

Moapasaen «Network Link Configuration» — koHdurypaums link ceteBbix nHTepdeincos
(pucyHoK 36).
PucyHok 36. Buo okHa nodpaszdena «Network Link Configuration»

# Home Settings Network Network Link Configuration

Network Link Configuration

LAN Interface

etho v
Auto Negotiation

Link Speed

100 Mbps

Duplex Mode

FULL Duplex

NCSI Interface

Disabled

Save

B naHHOM OKHe:

=  «LAN Interface» — BbIbop ceTeBOro nHTEpPdElica;

= «Auto-Negotiation» — BK/lOYEHNE/OTKNOYEHWE aBTOCOMNACOBAHUA MapPameTpPoB JIMHKA
ceTeBOro UHTepdelica;

= «Link Speed» — cKkopoCTb coenHeHUA ceTeBoro nHTepdeinca (10/100 M6éut/c);

= «Duplex Mode» — pexum aynnekca cetesoro uHtepdeica (Full Duplex/Half duplex);

= «NCSl Interface» — onuus «MocnegosaTtenbHbIl NOpT Yepes Ethernet».

MNoapasaen «DNS Configuration» — KoHoUrypaumsa DNS-cepsepa (pucyHok 37).
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PucyHok 37. Bud okHa nodpasdena «DNS Configuration»

# Home - Settings Network Settings DNS Configuration

DNS Configuration

DNS Enabled

mDNS Enabled

Host Name Setting
Automatic 0 Manual

Host Name

BS102

BMC Registration Settings

BMC Interface:

bond0

Register BMC

Registration method:

@ nsupdate DHCP Client FQDN Hostname
TSIG Configuration

TSIG Authentication Enabled

Current TSIG Private File Info

Not Available

New TSIG Private File

Domain Setting
Automatic ° Manual

Domain Name

lab.bulat.ru

Domain Name Server Setting

° Automatic Manual

DNS Interface

IP Priority

Q@ rw 1PV6
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B ,aHHOM OKHe:

= «DNS Enabled» — BkatoueHune/oTkntoueHme DNS;
=  «mDNS Enabled» — BKkatoueHne/otkaoueHne mDNS;
= «Host Name Setting» — HacTpoika gomeHHoro umeHn BMC:
o «Automatic» — HasHayeHne nmeHn BMC aBTomMaTUYECKN;
o «Manual» — Ha3HayeHne nmeHn BMC Bpy4YHYIO;
= «Register BMC» — peructpauyma BMC Ha cepsepe DNS;
» «Registration method» — meTtog pernctpaumm BMC (gOCTynHble MeToabl pPerncTpaunmn —
«Nsupdate», «DHCP Client FQDN», «Hostname»);
= «TSIG Configuration» — KoHdurypaumsa Kpuntorpadmyeckon 3awmutsel DNS TSIG;
= «TSIG Authentication Enabled» — BkatoueHue/oTkntoueHme TSIG;
= «Current TSIG Private File Info» — nHdopmauma o umetoweinca kpuntorpadpum TSIG;
= «New TSIG Private File» — pob6asneHune HoBoro ¢aina kpuntorpadmm TSIG ana AanbHeNLWwero
NCNONb30BaHMS;
= «Domain Settings» — HacTpoliku nHTepderica someHa:
o «Automatic» — BbI6Op onpeaeneHHoOro ceTeBoro MHTepdenca-y4acTHMKa OMEHA;
o «Manual» — Ha3HayeHne AOMeHHOro umeHn BMC;
o «Domain Name Server Settings» — HacTpoliku cepsepa DNS;
o «Automatic» — nonydyeHue Hactpoek DNS no DHCP;
o «Manual» — HacTpoWka cepsepa DNS Bpy4yHyto:
= «DNS Interface» — Bblbop ceTeBoro nHTepdenca-nonyyatena Hactpoek DNS no DHCP;
= «IP Priority» — npuopwuteT npoToKkona nonyvyeHua Hactpoek DNS no DHCP IPv4 wnnwn IPv6.

Moapasgen «Sideband Interface (NC-SI)» — HacTpoika NC-SI nHtepdeiica BMC (pucyHok 38).

PucyHok 38. Buo okHa nodpa3sdena «Sideband Interface (NC-SI)»

Sldeband Interface (NC-Sl) # Home - Settings ~ Network Sideband Interface (NC-SI)

NCSI Mode
° Auto Failover Mode Manual Switch Mode
NCSI Interface

eth1 v
Package ID

0 (active) v
Channel Number

0 (package 0)(active) v

Save

B ,aHHOM OKHe:

=  «NCSI Mode» — pexmm nepektoyeHma Ha BHELWHUN nHTepdeiic;

*  «Auto» — nepekntoyeHne Ha BHELWHUN NHTepdelic B aBTOMATUYECKOM PEXUME;

=  «Manual Switch Mode» — nepeknoyeHne Ha onpeaenieHHbIn BHeWHU nHTepgeric NCSI;
«NCSI Interface» — Bblbop nHTepdeiica NCSI;
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= «Package ID» — package ID ans BbibpaHHoro nutepdeinca NCSI;
=  «Channel Number» — Homep KaHana Ana BbibpaHHoro nHtepderica NCSI.

4.1.8. Paspgen «PAM Order Settings»

B pasgene «PAM Order Settings» npeacrasneHa onuma yCTaHOBKM NOPAAKA ayTeHTUdMKauum PAM
npu noaxkntodeHnn Kk BMC (pucyHok 39):

= |PMI;

= LDAP;

= ACTIVE DIRECTORY;
= RADIUS.

PucyHok 39. Buo okHa pa3dena «PAM Order Settings»

# Home - Settings - PAM Orde
PAM Order
PAM Authentication Order
IPMI
LDAP
ACTIVE DIRECTORY
RADIUS
Save

4.1.9. Paspen «Platform Event Filter»
CopepuT cneayowme nogpasaensi:

= «Event Filters»;

= «Alert Policies»;

= «LAN Destinations».

MNoapasaen «Event Filters» — cnucok ¢unbTpos (pucyHok 40).
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PucyHok 40. Bud okHa nodpasdena «Event Filters»

Event Filters

OAll ® configured O unconfigured

>

# Home - Settings - Platform Event Filters

EventFilters

]
PEF ID: 1 (Disabled PEF ID: 2 (Disabled) PEF ID: 3 (Disabled) PEF ID: 4 (Disabled)
when All Sensors when All Sensors when All Sensors when All Sensors
switches to any severity switches to any severity switches to any severity swiitches to any severity
run Alert (1) &none run Alert (2) & none run Alert (3) & none run Alert (4) & none
-]
PEF ID: 5 (Disabled) PEF ID: 6 (Disabled) PEF ID: 7 (Disabled PEF D: 8 (Disabled)
when All Sensors when All Sensors when All Sensors when All Sensors
switches to any severity switches to any severity switches to any severity switches to any severity
run Alert (5) & none run Alert (6) & none run Alert (7) & none run Alert (8) &none
-

PEF ID: 9 (Disabled;
when All Sensors
switches to any severity
Tun Alert (9) &none

PEF ID: 13 (Disabled)
when All Sensors
switches to any severity
run Alert (13) &none

B ,aHHOM OKHe:

PEF ID: 10 (Disobled)
when All Sensors
switches to any severity
run Alert (10) &none

PEF ID: 14 (Disabled)
when All Sensors
switches to any severity
run Alert (14) & none

’ PEF ID: 11 (Disabled)
when All Sensors

switches to any severity
run Alert (11) &none

PEF ID: 15 (Disabled)
when All Sensors

switches to any severity
run Alert {15) & none

PEF ID: 12 (Disabled)
when All Sensors
switches to any severity
run Alert (12) &none

«All» — cnucok Bcex nmetowmnxcs GuabTPoB;

«Configured» — cnNMCOK CKOHOUTYPUPOBAHHbIX GUNBTPOB;
«UnConfigured» — cnuncok eLe He CKOHOUTYPUPOBaHHbIX PUALTPOB;
«Event Filter Configuration» — napameTtpbl ¢uAbTPOB (PUCYHKM 41-42).
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PucyHok 41. Bud okHa «Event Filter Configuration», yacme 1

# Home - Settings - Platform Event Filters - Event Filters Event Filter Configuration

Event Filter Configuration

Enable this filter

Event severity to trigger

Critical state v
Event Filter Action Alert

Power Action

Reset b

Alert Policy Group Number

1 v

Raw Data

Generator ID 1

0x0

Generator ID 2

0x0

Generator Type

° Slave Software

Slave Address/Software ID

Channel Number

0 v

IPMB Device LUN

0 v

Sensor type

Fan v

Sensor name

FAN1A v

Event Options

Sensor Events »

Sensor Events

Lower Non-Critical Going Low Going High
Lower Critical Going Low Going High
Lower Non-Recoverable Going Low Going High
Upper Non-Critical Going Low Going High
Upper Critical Going Low Going High
Upper Non-Recoverable Going Low Going High

B AaHHOM OKHe:

= «Enable this filter» — BkntoueHne/oTkNOUEHNE GUNBLTPA;

= «Event severity to trigger» — ycnosue npumeHeHna uabTpa (BbiNnagatolee MeH):
o «Any severity» — noboe ycnosue;

«New monitor state» — nsmeHeHne cCOCTOAHME MOHUTOPA;

«New information» — HoBafA nonyyeHHaa MHGOPMALMA HAa MOHUTOPE;

«Normal state» — HopmanbHOe COCTOAHME MOHUTOPA;

«Non-Critical state» — HeKpuUTMYeCcKoe COCTOIHUE MOHUTOPA;

0O O O O
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o «Critical state» — KpuTU4YecKoe coCcToAHNE MOHUTOPA;
o «Non-Recoverable state» — HeBOCCTaHOBMMOE COCTOAHME MOHUTOPA.

= «Event Filter Action Alert» — BKAlOYeHME/OTKAOYEHNE OMOBELLEHUA MNPW aKTMBALMU
dunbTPa;
» «Power Action» — cobbITMA 3N1eKTPONUTaHWA (BbiNaZatoWwee MeH):
o «Power Down» — OTKAOYEHME INEKTPONUTAHUS;
o «Power Cycle» — npoxoxaeHue UMKNa 3NeKTPONUTAHUS;
o «Reset» — nepesarpyska;

= «Alert Policy Group Number» — Homep rpynnbl NOJIMTUKN ONOBELLEHUS;

*= «Raw Data» — BbI6oOp TMNa AaHHbIX ONOBeLLEeHMA — NpU BKAOYeHMN «Raw Data» goctynHa
HacTponKa «Generator ID» onoBelweHUi;

* «Generator Type» — BbI6Op TMNA reHepaTopa ONOBELLEHMNIA:
o «Software» — onoselleHns, oTNpasasemble BHyTpu BMC;
o «Slave» — onoseuleHus, oTnpasasembie no IPMI Ha BHellHee yCTPOWNCTBO;

= «Slave Address/Software ID» — IP-aapec BHELWHero ycTpocTea, nogkaoveHHoro no IPMI/ID
BMC, Ha KOTOPOM reHepupyeTcA ONOBELLEHME;

= «Channel Number» — Bbibop Homepa KaHana (LAN) SNMP 1-15;

= «IPMB Device LUN» (Tonibko npu Bbibope TMna «Generator ID Slave») — Bbibop Homepa LUN
Ha BHELWIHEeM YCTPOMCTBE, KOTopoe noaKAtyeHo no IPMI;

= «Sensor type» — BbIbOp TMNA ceHcopa Ansa AaHHOro ¢uabTpa, ¢ KoToporo dopmupyeTca
onoseLlleHKe (Bbinagatollee MeHH0):

«All Sensors» — BbI6Op BCEX CEHCOPOB;

«Fan» — BbI6Op CEHCOPOB BEHTUNATOPOB;

«Temperature» — BbI6OpP CEHCOPOB TEMNEPATYPbI;

«Voltage» — BblbOpP CEHCOPOB 31EKTPUYECKOro HanpaxeHma 12 B, 3,3 B, 5 B;

«Power Supply» — BbI6GOp CEHCOPOB UCTOYHMKOB 3/1EKTPONUTAHUS;

«Current» — BbI6Op CEHCOPOB CUJbI TOKA;

«Management Subsystem Health» — BbI6Op BHYTPEHHMX CEHCOPOB CUCTEMDI

ynpasneHuna BMC;

O O O 0O O O O

= «Sensor name» — BbIGOP ONpeseneHHOro CeHCopa;
= «Event Options» — BbI6Op TMNA ONOBELLEHWNI:
o «All Events» — Bce cobbiTus;

= «Sensor Events» — cobbITns ceHCopoB.
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PucyHok 42. Bud okHa «Event Filter Configuration», yacme 2

Event trigger

255

Event Data 1 AND Mask

1

Event Data 1 Compare 1

1

Event Data 1 Compare 2
1

Event Data 2 AND Mask

2

Event Data 2 Compare 1

2

Event Data 2 Compare 2

2

Event Data 3 AND Mask

3

Event Data 3 Compare 1

3

Event Data 3 Compare 2

3

B AaHHOM OKHe:

= «Event trigger» — ID onpegeneHHoro cobbitus;

= «Event Data 1 AND Mask» — cobblTe, cBsi3aHHOE C onpeaeneHHbIMU AaHHbIMW,
3amackupoBaHHbim DDM onpeaeneHHon Access Mask;

= «Event Data 1 Compare 1 & Event Data 1 Compare 2» — MCNOAb3YOTCA OJ1A YKa3aHUA,
ABNAETCA I CPAaBHEHME KaXKA0M BUTOBOM NO3ULIUKN TOYHBIM CPAaBHEHUEM WU HET;

= «Event Data 2 AND Mask», «Event Data 3 AND Mask» — cobbiTne, cBaA3aHHOe C
onpeaeneHHbIMK AaHHbIMUK, 3aMackupoBaHHbiMM DDM onpeaenenHon Access Mask;

= «Event Data 2 Compare 1 & Event Data 2 Compare 2», «Event Data 3 Compare 1 & Event Data
3 Compare 2» — MCNONb3YKOTCA ANA YKa3aHUA, ABNAETCA /I CPpaBHEHME KaxKaon butosown
NO3MNLUM TOYHbIM CPABHEHNEM U/IN HET.

MNoapasaen «Alert Policies» — NoAnTUKK onoseLeHnn (pUcyHoK 43).
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PucyHok 43. Bud okHa nodpasdena «Alert Policies»

# Home - Settings - Platform Event Filters - Alert Policies Alert Policies

Alert Policies

Alert Policies

Policy Group Number

1 v
Enable this alert

Policy Action

If previous successful, skip this and continue (if configured) v

LAN Channel

1 L 4

Destination Selector

5 v
Event Specific Alert String

Alert String Key

1 v

B naHHOM OKHe:

= «Policy Group Number» — Homep rpynnbl NO/UTUK;
= «Enable this alert» — BkAtoYeHne/OTKAOUYEHMNE AaHHOTO ONOBELLEHUS;
= «Policy Action» — geicrteue npu cpabaTtbiBaHUM NONUTUKM (BbiNagatoLee MeH0):

o «Always send alert to this destination» — Bceraa nocbinaTe OnoBeLeHNe No AaHHOMY
KaHany;

o «lf previous successful, skip this and continue (if configured)» — ecnu npeapiayuas
NoanTMKa cpaboTana, NPoNyCTUTb 3Ty U NPOAONKMUTb, ECIU CAeayowas NoanTUKa
CKOHOUTYpPMPOBaAHa;

o «If previous successful, stop alerting further» — ecaun npegbiaywas nonntmka
cpaboTana, NpekpaTUTb AasibHeNLMe ONOBELLEHNS;

o «lf previous successful, switch to another channel (if configured)» — ecnn npeapiaywasn
NoaNTUKa cpaboTana, NepekNtoYmTb Nepesady onoBeLLeHU Ha APYrol KaHan, ecnm
CKOHOUIYypMPOBAHO Ha KaKOM KaHan;

o «lf previous successful, switch to methods (if configured)» — ecnu npeapiayuwas
NonMTMKa cpaboTana, NepekoYnTb Nepenady onoBeLeHMn Ha APYron meTo,
(Hanpumep, € TOKaNbHOro OMNOBELLEHWUA Ha OMNOBELLEHNE BHELHEMY yCcTpoincTay Slave no
IPMI);

= «LAN Channel» — BbIbop ceTeBOro KaHana gna NPUMEHEHUA NOIUTUKN;

» «Destination Selector» — Bbibop ¢nnbTPa, B COOTBETCTBMM C KOTOPbIM ByAeT NPUMeHATbCA
NONINTUKa;

= «Event Specific Alert String» — BKAtOYeHWe/OTKNOUYEHUE YTeHUA crneumdUYecKon CTPOKM

onoBeLLeHus;

«Alert String Key» — BbI6Op HOMeEpPa CTPOKM K/to4a B ONOBELLEHUMU.
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MNoppasaen «LAN Destinations» — cnMcoK KaHan0B A4/1a ONOBELLEHWNNA.

«LAN Destination Configuration» — HacTpoKa KaHana Ansa onosBeweHuin (pUCyHOK 44).

PucyHok 44. Bud okHa «LAN Destination Configuration»

LAN Destination Configuration # Home - Settings - Platform Event Filters - LAN Destinations -~ LAN Destination Configuration

LAN Channel

1

LAN Destination

1

Destination Type
° SNMP Trap E-Mail

SNMP Destination Address

111.111.111.111

BMC Username

admin ™

Email Subject

Email Message

B AaHHOM OKHe:

= «LAN Channel» — BbIbop HOMepa KaHana;

= «LAN Destination» — BbI6Op HOMepa HanpasBAeHUA AN1A ONOBELLEHUN;

= «Destination Type» — TMn HanpaBAeHUA AN ONOBELLEHNI:
o «SNMP Trap» — T1n HanpasneHusa onoselweHnAa SNMP trap;
o «E-Mail» — TMn HanpaBneHuAa onoselleHna e-mail;

= «SNMP Destination Address» — IP-agpec NMS, Ha KoTOpbIli ByaeT oTnpaB/ieHO OnoBeLeHne
Tuna SNMP trap;

=  «BMC Username» — uma BMC, oT koToporo 6yget HanpaBieHO OnoBeLLeHne Tuna e-mail;

= «Email Subject» — aapec aneKTpOHHOM NOYTLI, HA KOTOPbIN ByaeT HanNpaB/ieHO ONoBeLeHne
TMna e-mail;

* «Email Message» — coaep»kaHue cooblieHua B onoseLeHnn Tna e-mail.
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4.1.10. Pasgen «Services»

B pasgene «Services» ocylecTBAsSIeTCA HAaCTPOMKa cepBmncoB ynpasneHma BMC (pucyHok 45).

PucyHok 45. Bud okHa pa3dena «Services»

Services

Service & status & Interfaces & Secure Port & Timeout & Maximum Sessions & View Edit

web Active bondo 443 1800 20 |:> = <:|
kvm Active bondo 443 1800 2 =

cd-media Active bondo 443 N/A 1 _

hd-media Active bondo 443 N/A 1 D =

ssh Inactive NA 2 600 N/A -

solssh Inactive bondo N/A 60 N/A =

B AaHHOM OKHe:

= «Service» — Ha3BaHWe cepBMca:

o «web» — HacTpoiika cepBuca web;
«kvm» — HacTtpolika cepsuca kvm;
«cd-media» — HacTpo#Ka cepsuca cd-media;
«hd-media» — HacTpoiika cepsBuca hd-media;
«ssh» — HacTpoWKa cepsuca ssh;
«solssh» — HacTpoiika cepBuca solssh;

0O O O O O

= «Status» — cocTosiHMe cepBuca;

* «Interfaces» — nHTepdeiic, Ha KOTopom paboTaeT cepsuc;

= «Secure port» — 3alMLLEHHbIV NOPT CepBUCa;

= «Timeout» — Bpems NoaaepsKaHna ceccumn cepamnca Npu OTCYTCTBUM aKTUBHOCTMY;

= «Maximum Sessions» — fONyCTUMOE KO/IMYECTBO OLHOBPEMEHHO aKTUBHbIX CECCUI cepBuca
Ha cepsepe;

= «View» — CMUCOK TeKyLLMX aKTUBHbIX CECCUI cepBUCa (PUCYHOK 46);

* «Edit» — nameHeHue HacTpoekK cepsuca (pPUCcyHok 47).

PucyHok 46. Cnucok meKywyux akmugHsix ceccull cepsuca «View»

# Home - Settings - Services

Service Sessions

Active Session - Web.

Session ID & Session Type & UseriD & User Name & Client 1P & Privilege &

16 Web HTTPS 2 admin 1027.152.3 Administrator

12 Web HTTPS 2 admin 10.27.152.111 Administrator
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PucyHok 47. 3meHeHue Hacmpoek cepsuca «Edit»

# Home - Settings - Services - Service Configuration

Service Configuration

Service Name

‘web

Active

Interface Name

bond0 v

Secure port

443

Timeout

1200

Maximum Sessions

20

4.1.11. Pasgen «SMTP Settings»

B pasgene «SMTP Settings» ocyL,ecTBASOTCA HAaCTPOMKM NOYTOBOro KameHta SMTP
(pucyHKM 48-49).
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PucyHok 48. Buo okHa pa3dena «SMTP Settings», yacme 1

# Home - Settings SMTP Settings

SMTP Settings

LAN Interface

bond0 v

Sender Email ID

anonymous@bulat.ru

Primary SMTP Support

Primary Server Name

mailserver

Primary Server IP

111.111.111.111

Primary SMTP port

25

Primary Secure SMTP port

465
Primary SMTP Authentication

Primary Username

Primary Password

Primary SMTP SSLTLS Enable

B AaHHOM OKHe:

= «LAN Interface» — Bbibop ceTeBoro wuHTepdenca, Ha KoTopom OyaeT nNpUMeHeHa
KoHourypaumsa SMTP;

= «Sender Email ID» — pa3peweHHbin HA SMTP cepsepe ID Email. MakcmanbHbIn
paspelleHHbIn pasmep ansa ID Email — 64 6alita, KoTopble BK/AOYalOT B ceba ums

Nonb30BaTeNA U Ha3BaHUE AOMEHQ;
= «Primary SMTP Support» — BKAtoYeHMe/OTKoUYeHNe NoaAePKKM 0OCHOoBHOro SMTP-cepBepa;
= «Primary Server Name» — Ha3BaHWe (4oMeHHOe Mms) ocHoBHoro SMTP-cepBepa;
= «Primary Server IP» — |IP-agpec ocHoBHOro SMTP-cepBepa;
= «Primary SMTP port» — nopt ocHoBHOro SMTP-cepBepa;
= «Primary Secure SMTP port» — 3awWmiLeHHbIN NOpPT ocHoBHoro SMTP-cepBepa;
= «Primary SMTP Authentication» — BK/ilOYeHMEe/OTKAOYEHMNE AYTEHTUDUKALMM OCHOBHOIO
SMTP-cepBepa. [locTynHble TUNbl ayTeHTUdMKaumum SMTP: CRAM-MD5, LOGIN, PLAIN;
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= «Primary Username» — nma nonb3oBaTens gna 4octyna K OCHOBHOMY aKKayHTy SMTP;

= «Primary Password» — naponb nonb3oBaTens Ansa AoCTyna K OCHOBHOMY aKKayHTy SMTP;

= «Primary SMTP SSLTLS Enable» — BkatoueHne/oTkAOUYEHME NpoToKoNa SSLTLS A1a 0OCHOBHOTO
SMTP-cepsepa.

PucyHok 49. Bud okHa pa3dena «SMTP Settings», yacme 2

Secondary SMTP Support

Secondary Server Name

Secondary Server IP

Secondary SMTP port

25

Secondary SMTP Secure port

465
Secondary SMTP Authentication

Secondary Username

Secondary Password

Secondary SMTP SSLTLS Enable

Secondary SMTP STARTTLS Enable

Save

B naHHOM OKHe:

= «Secondary SMTP Support» — BKAOYEeHUE/OTKAOYEHNE MNOAAEPMKKU [A0MNOAHUTENIbHOIO
SMTP-cepsepa;

= «Secondary Server Name» — Ha3BaHue (AOMeHHOe MmA) gononHuTenbHoro SMTP-cepBepa;

= «Secondary Server IP» — IP-agpec gononHutenbHoro SMTP-cepBepa;

= «Secondary SMTP port» — nopT gononHutensHoro SMTP-cepBepa;

= «Secondary Secure SMTP port» — 3alWmLIeHHbI NOPT AonoaHUTenbHoro SMTP-cepBepa;

= «Secondary SMTP Authentication» —  BKAlOYeHUe/OTKAOYEHUE  ayTeHTUDMKaLUN
aononHutenbHoro SMTP-cepBepa. JocTynHblie Tunbl ayTeHTUdPUKaumum SMTP: CRAM-MDS5,
LOGIN, PLAIN;

= «Secondary Username» — ums nonb3oBaTens gnsa [OCTyna K AOMONHUTENbHOMY aKKayHTY

SMTP;

= «Secondary Password» — naposb nonb3osaTensa gaa AOCTyna K 4ONOAHUTENIbHOMY aKKayHTY
SMTP;

= «Secondary SMTP SSLTLS Enable» — BkntoyeHune/oTkAoueHne npotokona SSLTLS ans

pononHutenbHoro SMTP-cepsepa;
= «Secondary SMTP STARTTLS Enable» — BkatoueHue/oTkAo4eHUe npoTtokona STARTTLS ans
pononHutenbHoro SMTP-cepsepa.
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4.1.12. Pa3gen «SSL Settings»

B pasgene «SSL Settings» ocyliecTBAAOTCA HAaCTPoMKKu cepTudmkata SSL. CoaepuT cnegytowme
noapasgaens! (pucyHok 50):

= «View SSL certificate»;
= «Generate SSL Certificate»;
» «Upload SSL Certificate».

PucyHok 50. Buo okHa pa3dena «SSL Settings»

. # Home - Settings 551 Settings
SSL Settings

il 1.

View SSL certificate Generate SSL certificate Upload SSL certificate

Moapasaen «View SSL certificate» — npocmoTp NnapameTpoB AENCTBYIOLLErO B AaHHbI MOMEHT
SSL-cepTudmkaTa (pUcyHOK 51).
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PucyHok 51. Bud okHa nodpasdena «View SSL certificate»

# Home - Settings - SSL Settings - View SSL Certificate

View SSL Certificate

Current Certificate Information
Certificate Version
i

Serial Number

8DBATDI8T184F999

Signature Algorithm

sha512WithRSAEncryption

Public Key

(2048 bit)

Issuer Common Name (CN)

bs.lan

Issuer Organization (0)

Bulat

Issuer Organization Unit (OU)

Management

Issuer City or Locality (L)

Moscow

Issuer State or Province (ST)

Moscow

Issuer Country (C)

RU

Issuer Email Address

bulat@mail.ru

Valid From

Apr 19 03:27:45 2023 GMT

Valid Till

Apr 18 03:27:45 2024 GMT

Issued to Common Name (CN)

bs.lan

Issued to Organization (0)

Bulat

Issued to Organization Unit (OU)

Management

Issued to City or Locality (L)

Moscow

Issued to State or Province (ST)

Moscow

Issued to Country (C)

RU

Issued to Email Address

bulat@mail.ru

MNoapasaen «Generate SSL Certificate» — creHepupoBaTb HOBbIN SSL-cepTUdUKaT (pUcyHoK 52).
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PucyHok 52. Bud okHa nodpa3sdena «Generate SSL Certificate»

Generate SSL Certificate

Organization (0)

Bulat

Organi

City or Locality (L)

Mascow

state or Province (ST)

Mascow

Country (€}

RU

Email Address

bulat@mailr

valid for

263

Key Length

2043 bits v

B AaHHOM OKHe:

=  «Common Name» — nms, Ha KoTopoe byaeT co3gaH SSL-cepTuduKar;

= «Organization» — Ha3BaHMe opraHuMsauuu, ANs KOTOpon OyaeT creHepuposaH SSL-
ceptTuduKar;

* «Organization Unit» — Ha3BaHWe oTaena opraHu3aumnm, gna Kotoporo byaeT creHepMpoBaH
SSL-cepTnduKar;

= «City or Locality» — Ha3BaHMe ropoaa, B KOTOPOM HaxoAMTCA OpraHM3aums;

= «State or Province» — Ha3BaHMe perMoHa, B KOTOPOM Haxo0AUTCA OpraHM3aLms;

= «Country» — Ha3BaHMe CTPaHbl, B KOTOPON HAXOAMUTCA OPraHMU3aLLUSA;

= «Email Address» — agpec 3/1€KTPOHHOW MOYTbl OpPraHMsauuun, ANA KOTopoh byaer
creHepupoBaH SSL-cepTudumKar;

= «Valid for» — cpok gelcTBma cepTndmkaTta B AHAX;

=  «Key Length» — gnaunHa kntova ceptnudmkaTa B 6MTaXx.

MNogpasaen «Upload SSL Certificate» — 3arpy3suntb nmetowmiica SSL-cepTudmKkaT (pucyHok 53).

PucyHok 53. Buo okHa nodpasdena «Upload SSL Certificate»

# Home - Settings - SSL Settings Upload SSL Certificate

Upload SSL Certificate

Current Certificate

Tue Apr 18 15:51:21 2023

New Certificate

certificate.crt

Current Private Key

Tue Apr 18 15:51:21 2023

New Private Key

privateKey.key

B save
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B ,aHHOM OKHe:

= «Current Certificate» — naTta oKoOH4YaHMA AeNCTBUA UCNONAb3yeMoro ceptTudukata SSL;
= «New Certificate» — BbIbop dalina ceptudukaTa SSL ana 3arpysku Ha BMC;

= «Current Private Key» — nata oKoOH4YaHWA AENCTBMA NPMBATHOrNO Katoya SSL;

= «New Private Key» — Bbibop ¢paina npnsaTHOro Kawo4a SSL ans 3arpyskmn Ha BMC.

4.1.13. Pasgen «Firewall»

B pa3sgene «Firewall» ocywectBnatoTca HacTpolriku ceteBor 3awmTbl firewall BMC. Copepkut
cnegylolme noagpasaens:

= «General Firewall Settings»;
= «IP Oriented Firewall Rules»;
= «Port Firewall Rules».

MNoapasaen «General Firewall Settings» — obuwue HacTpoiku firewall BMC:

= «Existing Firewall Settings» — cnucok cyuectaytoLmnx obuwmx npasun firewall BMC;
= «Add Firewall Settings» — no6asutb HoBoe obuiee npasuno firewall BMC (pucyHok 54).

PucyHok 54. Bud okHa «Add Firewall Settings»

Add F|reWa“ Settlngs # Home - Settings -~ Firewall - General Firewall Settings Add Firewall Settings
Block All
IPv4 v
Flush All
Timeout
Start Date
2023-02-08 =)
Start Time
15:13 (0]
End Date
2023-02-10 =]
End Time
15:13 ‘ o)
Save

B faHHOM OKHe:

= «Block All» — 6nokuposatb IP-aapeca, obpauwatouimeca kK BMC (Bbinagatoliee MeHo):
o «IPv4» — bnokupoBaTtb Bce agpeca IPv4;
o «IPv6» — bnokupoBaTtb Bce agpeca IPv6;
o «Both» — 6nokupoBaTh BCce agpeca IPv4 u IPv6;
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= «Flush All» — 3auncTnTb BCe cyulectsytowme npasuna firewall;

= «Timeout» — npasuna firewall 6yayT BKAOYEHbI/OTKAOUYEHDI B BbiIBpaHHOE Bpems;

= «Start Date» — npasuna firewall 6yayT BKAtOUYEHbI HaYMHasA € BbIBPAaHHOM AaThl;

= «Start Time» — npasuna firewall 6yayT BKAOYEHbI HAYMHAA C BbIOPAHHOTO BPEMEHMU;
= «End Date» — npasuna firewall 6yayT oTK/04EHbI B ONpeae/ieHHyo AaTy;

= «End Time» — npaswuna firewall 6yayT oTKAtOYEHbI B ONpeaeneHHoe Bpems.

Moapasgaen «IP Oriented Firewall Rules» — HacTpoliku IP firewall BMC:

= «Existing IP Rules» — cnucok cyuiectsytouwmx npasun IP firewall BMC;
=  «Add IP Rule» — nob6asutb HoBoe npasuo IP firewall BMC (pucyHok 55).

PucyHok 55. Buo okHa «Add IP Rule»

Ad d I P RU le M Home - Settings -~ Firewall - IP Oriented Firewall Rules Add IPRule

IP Single (or) Range Start

111.111.111.111

IP Range End

111.111.111.115
Enable Timeout

Start Date

2023-02-08 =
Start Time

16:01 0]
End Date

2023-02-10 =]
End Time

16:01 0}
Rule

Block v

B faHHOM OKHe:

= «IP Single (or) Range Start»y — nop pelictene npasuna IP firewall 6yaet nonaaaTb
onpeaeneHHbi IP-agpec nnu rpynna IP-agpecos, HauMHana c onpeaeneHHoro IP-agpeca;

= «IP Range End» — nogp geiicteue npasuna IP firewall 6ygetr nonagats rpynna IP-agpecos,
3aKaH4YMBaA onpeaeneHHbIM IP-agpecom;

= «Enable Timeout» — npasuno IP firewall 6ygetr BKAOYEHO/OTKNOYEHO B onpeaeneHHoe
Bpems;

= «Start Date» — npasuno IP firewall 6yaeT BKAtOYEHO HauMHaA ¢ BbIOPAHHOM AaTbl;

= «Start Time» — npasuno IP firewall 6yaeT BKkAOYEHO HauYMHAA C onpeaeNeHHOro BpeEMEHU;

= «End Date» — npasuno IP firewall 6yaeT oTkAtoueHO B onpegeneHHyo Aaty;

«End Time» — npaswuno IP firewall 6yaet oTkntoueHo B onpegeneHHoe Bpems;
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«Rule» — T1n gencTeuA npasuaa (Bbinagatouiee MeHIo):
o «Allow» — pa3spewuTs IP-agpec;
o «Block» — 6nokuposatb IP-agpec.

Moppasaen «Port Firewall Rules» — HacTpoiiku port firewall BMC:

«Existing Port Rules» — cnuncok cyuwecTsytolmnx npasun BMC;
«Add Port Rule» — pob6asuTb HoBoe npasuno BMC (pucyHok 56).

PucyHok 56. Buo okHa «Add Port Rule»

# Home - Settings - Firewall - Port Oriented Firewall Rules Add Port Rule

Add Port Rule

Port Single (or) Range Start

20

Port Range End

90

Protocol

TCP V.

Network Type

IPv4 v
Enable Timeout

Start Date

2023-02-08 =]
Start Time

16:04 [0}
End Date

2023-02-10 =]
End Time

16:04 [0}

Rule

Block Vv

Save

B AaHHOM OKHe:

«Port Single (or) Range Start» — nog geicreme npasuaa bygeT nonagate NOPT UAM rpynna
NopTOB, HAYMHAA C ONPeaEeNEeHHOrO;

«Port Range End» — nog, pgericteme npasuaa byget nonagatb rpynna NopToB, 3aKaH4YMBanA
onpeaeneHHbIMm;

«Protocol» — TCP/UDP/Both;

«Network Type» — IPv4/IPv6/Both;

«Enable Timeout» — npaBuno ByaeT BKAOYEHO/OTK/IOYEHO B ONpesesieHHoe Bpems;

«Start Date» — npaBuio 6yaeT BKAOUYEHO HaUYMHAA C onpeaeneHHoON AaTbl;

«Start Time» — npasuno byaeT BKAOYEHO HAYMHAA C ONPeAeIeHHOro BPEMEHH;

«End Date» — npaBuno ByaeT OTKAOYEHO B ONpeAeeHHYo AaTy;

«End Time» — npaBuio byaeT OTKAOYEHO B ONpeaeneHHoe BpemMs;

«Rule» — T1n gencTeuA npasuaa (Bbinagatouiee MeHIo):
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o «Allow» — pa3pewunTb NopT;
o «Block» — 6nokupoBaTb Nopr.

4.1.14. Pa3pen «User Management»

B faHHOM paszene NponcxoamT ynpaBaeHue N0KaAbHbIMMU YYETHbIMM 3aNMUCAMM (PUCYHOK 57).

PucyHok 57. Buo okHa pa3dena «User Management»

# Home - Settings - User Managemen
User Management
Channel 1 v )
[ ) Channel 1 @ Channel 1 [ ) Channel 1 [ ) Channel 1
- 1 anonymous (Disabled) . 2 admin (Active) . 3 (Disabled) . 4 (Disabled)
No Access Administrator
KVM. VMedia KVM VMedia
[ ) Channel 1 @ Channel 1 ) Channel 1 @ Channel 1
[ ) s (Disabled) [ ) 6 (Disabled) [ ) 7 (Disabled) [ 8 (Disabled)
[ ) Channel 1 [ ) Channel 1 [ ) Channel 1 [ ) Channel 1
[ ) 9 (Disabled) [ ) 10 (Disabled) [ ) 11 (Disabled) - 12 (Disabled)
[ ) Channel 1 [ ) Channel 1 [ ) Channel 1
. 13 (Disabled) . 14 (Disabled) - 15 (Disabled)

Moapasaen «User Management Configuration» — HacTpOMKM IOKaIbHOM Y4E€THOM 3anucu
(pncyHoK 58).

PykoBoacTso nonb3osatena/KoHTponnep ynpasneHua BMC 48




PucyHok 58. Bud okHa nodpasdena «User Management Configuration»

# Home - Settings ~ User Management ~ User Management Configuration

User Management Configuration

Username

admin

Change Password

Password Size

16 bytes v

Password

Confirm Password

Enable User Access

Enable Channel Access

Channel 1
Channel 2
Channel 8

Privilege(Channel 1)

Administrator v

Privilege(Channel 2)

Administrator 7

Privilege(Channel 8)

Administrator v
KVM Access
VMedia Access
SNMP Access

SNMP Access level

Read Write i

SNMP Authentication Protocol

SHA256 v
SNMP Privacy Protocol
DES v

Email Format

AMI-Format v

Email ID

bulat@mail.ru

Existing SSH Key

Upload SSH Key

DEEE B save

B naHHOM OKHe:

= «Username» — vmsA nonb3oBaTens;

= «Change Password» — nameHeHue napona NoAb30BaTeNSA;

= «Password Size» — annHa napona nonb3osatena 16 namn 20 6anrT;

= «Password» — naposb nonb3oBaTens;

= «Confirm Password» — noarsep:aeHne Naposa NoAb30BaTeNs;

«Enable User Access» — BK/loueHWe/oTKAOYEHMEe A0CTyNa Noib3osaTtens K BMC;
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= «Enable Channel Access» — pa3pelweHune AOCTyna NoNb30BaTeNna yepes onpeaeneHHbIN
ceteBoi nHTepdeic BMC (Channel 1/2/3);

= «Privilege» (Channel 1/2/3) — ypoBeHb npuBMaeruii Nonb3oBaTens;

= «KVM Access» — pgoctyn nonb3sosatena K KVM cepsepa;

= «VMedia Access» — gocTtyn nonb3oBatenda K VMedia cepsepa;

=  «SNMP Access» — goctyn nonb3oBatena K SNMP cepsepa;

= «SNMP Access level» — yposeHb SNMP, K KoTopomMy MMeeT AOCTyn Mo/ib30BaTe/b
(sbinagatoulee meH):
o «Read Only» — TonbKO YTEeHME mib;

o «Read Write» — nsmeHeHune napametpos SNMP;

=  «SNMP Authentication Protocol» — Tun ayteHtudmKkaumm SNMP (Bbinagatolee meHto):
o SHA256;
o SHA384;
o SHA512;

= «SNMP Privacy Protocol» — npoTtoKkon wnppoBaHma SNMP (Bbinagatoliee MmeHo):
o DES;
o AES;

» «Email Format» — ¢popmaT 3n1eKTPOHHOM NOYTbI NONb30BaTeNA (BbiNagatollee MeHHo):
o AMI-Format;
o FixedSubject-Format;

=  «Email ID» — ID 3n1eKTpOoHHOM NoYTbl N0/Ib30BaTENS;
= «Existing SSH Key» — SSH-knto4 nonb3oBatens;
= «Upload SSH Key» — 3arpy3ka SSH-knto4a nonb3oBatens.

4.1.15. Paspen «Video»

B pasgene «Video» ocyliectsiserca BKAOUYEHUE Buaeo3anmcn nHtepdeica BMC. Coaeput
cnepyowme noapasaensi:

= «Video Trigger Settings»;
= «Video Remote Storage»;

= «Pre-Event Video Recordings».

Moapasgen «Video Trigger Settings» — BKAtOYEHUE BUAEO3ANUCK MPU BOSHUKHOBEHUN
onpeaeneHHoro Tmna cobbiTuit (pUcyHoK 59).
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PucyHok 59. Buo okHa nodpa3sdena «Video Trigger Settings»

Video Trigger Settings # Home - Settings - Video - Auto settings Video Trigger Settings

Critical Events (Temperature/Voltage)

Non Critical Events (Temperature/Voltage)

Non Recoverable Events (Temperature/Voltage)

Fan state changed Events

(<IN <] <] <] <

Watchdog Timer Events
Chassis Power On Events
Chassis Power Off Events
Chassis Reset Events

LPC Reset Events

Date and Time Event

Date

2023-02-09 =]

Time

11:23 o

Pre-Event Video Recording

Crash Reset
O Pre-crash Pre-reset

B ,aHHOM OKHe:

= «Critical Events (Temperature/Voltage)» — BKAOYeHWE BUAEO3ANUCKU MPU BO3HUKHOBEHMUM
KPUTUYECKOrO CObbITUA, CBA3AHHOMO C TEMNEPATYPOM UNU HaNpPsSKEHUEM;

= «Non Critical Events (Temperature/Voltage)» — BKAOYEeHME BUAEO3aNUCKM NpPwU
BO3HUKHOBEHWWN HEKPUTUYECKOIO COObITMA, CBA3AHHOIO C TEMNEePaTypoir UAM HANPAXKEHNEM;

= «Non Recoverable Events (Temperature/Voltage)» — BkAlOYeHME BMAeO3aNUCK NpuU
BO3HMKHOBEHMM HEBOCCTAHOBMMOIO COObITUS, CBSI3@aHHOIO C TemnepaTtypon  wau
HanNpsAKeHnem;

= «Fan state changed Events» — BK/AlOYeHWE BWAEO3ANUCU MPU BO3HMKHOBEHUWU COObLITUA,
CBA3AHHOrO C U3MEHEHMEM COCTOAHMA BEHTUNATOPOB;

=  «Watchdog Timer Events» — BKAlOYeHWEe BMAEO3ANUCU MNPU BO3HUKHOBEHUM COOLITUA,
CBA3AHHOrO C TpUrrepom cuctembl watchdog;

= «Chassis Power On Events» — BKAlOYeHME BUAEO3aNUCU MPU BO3HUMKHOBEHUM COObLITUA,
CBA3AHHOrO C BK/IlOMEHUEM NUTAHUA CepBepa;

= «Chassis Power Off Events» — BKAlOYeHME BWAE03aNUCU NPU BO3HUKHOBEHWUWU COObITUSA,
CBA3AHHOrO C OTK/AKOYEHMEM NUTAHUA CEPBEPa;

= «Chassis Reset Events» — BK/JHOYEHME BMAEO3ANUCUM NPU BO3HUMKHOBEHUU COObLITUA,

CBA3aHHOrO C Nepes3arpy3Kon cepsepa no NUTaHUI;
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* «LPC Reset Events» — BKAto4YeHMe BMAEO3aANUCK NPU BO3HUKHOBEHWM COObITUA, CBA3AHHOTO
c nepe3arpysKkoii LPC cepBepa;
= «Date and Time Events» — BKAlOYeHMe BWMAEO3aNUCU MNPU BO3HUKHOBEHWM COObLITUS,
CBA3AHHOrO C MI3MEHEHMEM AaTbl M BPEMEHMN;
* «Pre-Event Video Recording» — BKAtoueHWe BUAe03anncu nepes, BOSHUMKHOBEHMEM COObITUSA;
» «Crash-reset» — BKkAtOYeHMe BUAEg03anmcK nepes cboem nnum nepesarpysKoit CUCTEMbI:
o «Pre-crash» — BKkAtoYyeHue BUAEe03anmcK nepeg cboem cucTemsl;
o «Pre-reset» — BKAlOYEHUE BMAEO3ANUCK Nepes, Nepe3arpy3Kom CUCTEMDI.

Moapasaen «Video Remote Storage» — HaCTPOMKM yaaneHHOro cepsepa, Ha KOTopblin byayT
BbIFPY*KEHbl BUAEO03anncu (pmucyHok 60).

PucyHok 60. Bud okHa nodpasdena «Video Remote Storage»

Video Remote storage # Home - Settings - Video -~ Autosettings -~ Video Remote Storage

Record Video to Remote Server

Maximum Dumps

2

Maximum Duration (Sec)

20

Maximum Size (MB)

5

Server Address

111.111.111.111

Path in server

/downloads/ video/

Share Type

o NFS CIFs

B naHHOM OKHe:

= «Record Video to Remote Server» — BK/lO4YEHME ONLUK 3aNUCK BUAEO HA YAA/IEHHbIN CepBep;
= «Maximum Dumps» — MaKCMMa/IbHOE KO/IMYeCTBO BMAeO3anucen;
*= «Maximum Duration (Sec)» — makcumanbHaa ANNTENbHOCTb BUAEO3aANMCEN B CEKYHAAX;
=  «Maximum Size (MB)» — maKcMMa/ibHbIX pa3Mmep Buaeo3anucel B merabainTax;
= «Server Address» — IP-agpec nam Host name yganeHHoro cepeepa;
= «Path in server» — aupekTOopuA Ha yAaneHHOM cepBepe, B KOTOPYH OyayT Bbirpy»KeHbl
BMAE03anucK;
= «Share Type» — TMN NPOTOKO/1a, NO KOTOPOMY ByAyT BbIrpy*KEHbI BUAEO3ANUCHK:
o NFS — ucnonb3osaHue npotokona NFS gna sebirpysku smgeosanucy;
o CIFS — ucnonb3oBaHune npoTtokona CIFS anAa BbIrpy3Kku Bugeosanmcu.

Moapasaen «Pre-Event Video Recordings» — napameTpbl Buaeo3anucu nepes BO3HUKHOBEHUEM
cobbITnA (pUcyHOK 61).
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PucyHok 61. Bud okHa nodpasdena «Pre-Event Video Recordings»

Pre'EVent VideO ReCOI’dingS A Home - Settings - Video - Auto settings Pre-Event Video Recordings

This page is used to configure the Pre-Event video recording options. Pre-Event video recording is disabled by
default.
To enable the Pre-Event video recording, go to the Triggers Configuration page.

Video Quality

Very Low ™
Compression Mode

High v
Frames Per Second

1 v

Video Duration

10 v
B naHHOM OKHe:

» «Video Quality» — ypoBeHb KauyecTBa BUAE03anncK nepes BO3HUKHOBEHUEM COBbITUSA;

= «Compression Mode» — ypoBeHb CXaTusa ¢aiina BUAEO3aNUCK nepes, BOSHUKHOBEHMEM
cobbiTns;

= «Frames Per Second» — KO/MYECTBO KaApoB B CeKyHAy BMAEO3anucu nepes
BO3HMKHOBEHMEM COBbITUS;

» «Video Duration» — AnMTeNbHOCTb BUAE03aNNCK Nepes BO3HUKHOBEHUEM COBbITUA.

4.1.16. Pazpen «Fan Mode Setting»

B AaHHOM pasaene ocyluecTBAAeTCA BbIOOp pexnuma paboTbl BEHTUNATOPOB (PUCYHOK 62).
PucyHok 62. Buo okHa pa3dena «Fan Mode Setting»

Fan Mode Sett|ng # Home - Settings Fan Mode Setting

Fan Mode Configuration

Full Speed
° Optimal Speed

HeavylO Speed

B f,aHHOM OKHe:

= «Full Speed» — peKMM MaKCMMaNbHON CKOPOCTU BEHTUNATOPOB;

*= «Optimal Speed» — peKMM COOTBETCTBMSA CKOPOCTM PaboTbl BEHTUIATOPOB TemnepaTtype
OX/1aXKAAEMbIX 3/1EMEHTOB.
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5. DYHKUMM YyNPaBAEHUA

5.1. Bknagka «Remote Control»

B gaHHOWM BKnagKe peannsoBaHa GyHKUMA yaAANEHHOro ynpaBaeHus (PUCyHOK 63).

PucyHok 63. Buo okHa 8Knadku «Remote Control»

# Home - Remote Control

Remote Control semots

e
HsViewer
Jviewer
& Launch Jviewer
B AaHHOM OKHe:
* «Launch H5Viewer» — 3anyck KVM H5Viewer (pucyHOK 64);
PucyHok 64. 3anyck KVM H5Viewer
[N stopriom ©CD Image: BrowseFile (0KB)
Video Mousew Options | Kevboard~ SendKeysw  HotKesse  VideoRecont=  Powers Activeliserse Helpw « Ermen

FB/F
Enter

—__  omeacies . GO

= «Launch JViewer» — 3anyck KVM JViewer (pucyHok 65).
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PucyHok 65.3anyck KVM JViewer

anp 18 16:56 1

bulat@bulat-bs: -

Ony ‘Actual $ize° 200m option can be enabled for the current nost resolution setting. A R1] [RALT RCTRY, Mutm

5.2. Bknapka «Power Control»

B AaHHOM BKNagKe peann3oBaHbl yHKUUN yipaBaeHUa NMTaHUEM Ha y3ae cepsepa (PUCYHOK 66).

PucyHok 66. Buo okHa 8Knadku «Power Control»

# Home

Power Control onHos: serve

Power Actions [2)
Host is currently on

Power Off

Power On

Power Cycle

° Hard Reset

ACPI Shutdown

B AaHHOM OKHe:

= «Power Off» — oTK/IlOYEHME 3/1IEKTPONUTAHNA CepPBEPa;

= «Power On» — BK/IlOYEHME 3/IEKTPONUTAHUA CEPBEPa;

= «Power Cycle» — BbINONHEHWE UMK SNEKTPONUTAHUS;
* «Hard Reset» — BbINo/IHEHNE Nepe3arpysKku;

=  «ACPI Shutdown» — oTKAtOYEHME BUPTYaAbHbIX MaLLUH.

Mocne BbIbOpa HY*KHOTO AEUCTBMA HEOOXOAMMO HaxKaTb KHOMKY «Perform Action».
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6. 06cnyxunBaHue

6.1. Bknapgka «Image Redirection»

Pasgen «Remote media» — noakAtO4eHME K AUPEKTOPUM HA YAANEHHOM CepBeEpe, CoAeprKaLLemn

3arpy3odHble 0bpasbl (PUCYHOK 67).

PucyHok 67. Buo okHa pa3dena «Remote media»

Remote Media emulste co/oV0/HDD imagss in the neswork to host as media through BMC

Media Type Media Instance Image Name Redirection Status

ubuniu-22.042-live-server-amdéd.iso
T Mw: Installer-7.0U3g-20328353.x85_64.i50
Hauddis o ru-ru_windows_server_2022_updated_march_2022_x64_dvd_81971611so
ubuntu-22.04-deskiop-amdéa.so
.
6.2. Bknagka «Maintenance»

Copaep k1T cneayrolume pasgensl:

«Backup Configuration»;
«Firmware Image Location»;
«Firmware Information»;
«Firmware Update»;

«BIOS Firmware Update»;
«Preserve Configuration»;
«Restore Configuration»;
«Restore Factory Defaults»;
«System Administrator»;
«POST Code;

«BMC Reset».

6.2.1. Paspen «Backup Configuration»

# Home - Image Redirection -~ RemoteMedia

Q Refresh Image List & Sync Image Status

Connected Server Session Index

N/A

NfA >

B pasgene «Backup Configuration» ocyuiectsnaerca coxpaHeHne koHdpurypaumm BMC

(pncyHoK 68).
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PucyHok 68. Bud okHa pa3desna «Backup Configuration»

Backup Configuration # Home - Maintenance

Check All

SNMP
KVM

Network & Services

1PMI
NTP

Authentication

SYSLOG

B AaHHOM OKHe:

= «Check All» — HacTpoWku Bcex cnyxb6 byayT coxpaHeHbl B pe3epBHOM KON KOHGUTypaLum
BMC;

=  «SNMP» — Hactporiku SNMP 6yayT coxpaHeHbl B pe3epBHOMN Konuu KoHourypaunm BMC;

= «KVM» — Hactporiku KVM 6yayT coxpaHeHbl B pe3epBHOM Konun KoHourypaumm BMC;

= «Network & Services» — ceTeBble HaCTPOMKM OyayT COXpaHeHbl B pPe3epBHOM Komnuu
KOHuUrypauum BMC;

= «IPMI» — HacTpoiKkn nHtepdeica IPMI byayT coxpaHeHbl B pe3epBHOM KONMUU KOHGUTypaLumm
BMC;

= «NTP» — HacTpoiKkun NTP 6yayT coxpaHeHbl B pe3epBHOM KoNnu KoHpurypaumm BMC;

* «Authentication» — HacTpoliku ayTeHTUUKauMM ByayT coxpaHeHbl B pe3epBHON Komuu
KoHuUrypauum BMC;

= «SYSLOG» — HacTpoiKu syslog 6yayT coxpaHeHbl B pe3epBHOM Konuu KoHourypaumm BMC.

6.2.2. Paspgen «Firmware Image Location»

B pasgene «Firmware Image Location» ocywectensertca Bbibop NnpoToKona Ana nepegaym obpasa
MO ana BMC (pucyHoK 69).
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PucyHok 69. Buo okHa pa3dena «Firmware Image Location»

Firmwa re I mage Location # Home - Maintenance Firmware Image Location

Image Location Type

Web Upload during flash
@ TFTPserver

TFTP Server Address

111.111.111.111

TFTP Image Name

bmc_bulatima

TFTP Retry Count

3

B ,aHHOM OKHe:

=  «Web Upload during flash» — ncnonb3oBatb Beb6-npoToKon ana nepenaym obpasa MO ana
BMC;

= «TFTP Server» — Bblbop npoTokona TFTP ana nepenaym obpasa NO ana BMC;

=  «TFTP Server Address» — IP-agpec TFTP-cepBepa, c KoToporo byaer 3arpy»atbca obpas MO
ana BMC;

= «TFTP Image Name» — Ha3BaHue ¢darina obpasa MNO ana BMC, KoTopbIi HaxoauTca Ha TFTP-
cepsepe;

= «TFTP Retry Count» — KonmM4ecTBO NOMbITOK 3arpy3ku obpasa MO ana BMC c TFTP-cepsepa.

6.2.3. Paspgen «Firmware Information»

B pasgene «Firmware Information» ocyuwectsnnerca BbiBog HPOpMaLMN O UMEIOLLLEMCA B
AaHHbIN momeHT MO Ha BMC (pucyHok 70).
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PucyHok 70. Bud okHa pasdena «Firmware Information»

. . # Hom: Maintenan Firmware Information
Firmware Information o e :

Active Firmware (2}

Build Date

Dec 302022

Build Time

11:04:51 CST

Firmware version

3.00.0

Firmware name

VIBL___030000

BIOS Firmware version

VIRG1070

6.2.4. Paspen «Firmware Update»

B pa3sgene «Firmware Update» npounssoautca obHoBneHue MO ana BMC (pucyHok 71).

PucyHok 71. Buo okHa pa3dena «Firmware Update»

Fl rmware U Pd ate # Home Maintenance Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
e BMC Firmware update.

Select Firmware Image

Choose File | bmc_bulat.ima

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and services will not work. All the open
widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard, the device will be reset only for
BMC BOOT,and APP components of Firmware.

B ,aHHOM OKHe:

=  «Choose File» — BbI6op ¢aitna obpasa NO ana BMC;
= «Start firmware update» — ctapt o6HoBneHuMs NO ana BMC.

6.2.5. Paspgen «BIOS Firmware Update»

B pasgene «BIOS Firmware Update» ocyuwiectensetca o6HosneHue MO BIOS (pucyHok 72).
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PucyHok 72. Bud okHa pa3desna «BIOS Firmware Update»

Blos Firmware Update # Home - Maintenance - BIOS Firmware Update

Please turn off the host before BIOS update progress

Select Firmware Image

Choose File | bulat.dbg.bin

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and services will
not work. All the open widgets will be automatically closed. If the upgradation is cancelled in the middle of
the wizard, the device will be reset.

B AaHHOM OKHe:

= «Choose File» — BbIbop daiina obpasa MO BIOS;
= «Start firmware update2 — ctapt o6HoBneHus MO BIOS.

6.2.6. Paspen «Preserve Configuration»

B pa3pene «Preserve Configuration» nponcxoaut Bbi6op HacTpPoeK, KoTopble ByayT COXpaHEeHb!
NPV BOCCTAaHOBNIEHUM KOHOUIYpaLMK U3 pe3epBHOMN Konuu KoHourypaumm BMC (pucyHok 73).

PucyHok 73. Bud okHa pa3dena «Preserve Configuration»

Preserve Configuration # Home - Maintenance - Preserve Configuration

Click here to go to Firmware Update or Restore Factory Defaults

Check All

SDR
FRU
SEL
1PMI
Network
NTP
SNMP.
SsH
o
Authentication
syslog
Web
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B ,aHHOM OKHe:

= «Checkall» — npu BoccTaHOBNEHUM KOHOUTYPALIUU U3 pe3epPBHOM Konun KoHdurypaumm BMC
6yayT COXpaHeHbl HACTPOIKM BCEX CNYXKO;

= «SDR» — npwu BOCCTAHOBAEHMW KOHOUTYpaLUKN U3 pe3epBHOM Konum KoHourypauum BMC
HacTpouKkn SDR ByayT coxpaHeHbl;

= «FRU» — npu BOCCTaHOBNEHWUWN KOHOUIYpaLuK U3 pe3epBHOM Konum KoHourypauum BMC
MHPopMaLma, 3annucaHHas B moayne FRU, 6yayT coxpaHeHa;

= «SEL» — npu BOCCTaHOBNEHWUWN KOHPUrypaLmu M3 pe3epBHOM KONUM KOHPUrypaumm BMC
HacTpouKn SEL byayT coxpaHeHbl;

=  «IPMI» — npu BOCCTAHOBAEHUWU KOHPUIypaLMnM U3 pe3epBHOM Konuu KoHdurypaumm BMC
HacTPoWKM nHTepdelica IPMI 6yayT coxpaHeHbl;

= «Network» — npu BOCCTaHOBAEHUM KOHPUTYPALMKN U3 pe3epBHOM KoNumM KoHPurypaumm BMC
ceTeBble HacTpoliku BMC byayT coxpaHeHbl;

= «NTP» — npu BOCCTaHOBNEHUN KOHOUIypaLUn U3 pe3epBHOM Konuu KoHourypauum BMC
HacTpoiKkn NTP 6yayT coxpaHeHbl;

=  «SNMP» — npu BoCCTaHOBNEHUM KOHOUTYPALUM N3 pe3epBHOM Konum KoHdurypaumm BMC
HacTpoikn SNMP 6yayT coxpaHeHbl;

=  «SSH» — npu BOCCTaHOBNAEHUM KOHOUTYpPAUUM U3 pe3epBHON Konuu KoHourypaumm BMC
HacTponKkn SSH ByayT coxpaHeHbl;

= «KVM» — npu BOCCTAHOBNEHUM KOHPUTYpPaALMKU U3 pe3epBHOM Konuu KoHdurypaumm BMC
HacTpoikn KVM byayT coxpaHeHbl;

* «Authentication» — npuM BOCCTAHOBNEHMM KOHPUIypaLuMM U3 pe3epBHON  Komnuu
KoHoUrypaunm BMC HacTpoikmn ayTeHTUdMKaummn byayT coxpaHeHbl;

= «Syslog» — npu BOCCTAaHOBNEHUWN KOHPUTYpaLUK U3 pe3epBHOM Konum KoHdurypaumm BMC
HacTponKu syslog ByayT coxpaHeHbl;

= «Web» — npu BOCCTaHOBNEHUN KOHPUIYpaLUK U3 pe3epBHOM KOonNuK KoHdurypaumm BMC
HacTpouKkn web 6yayT coxpaHeHbl.

6.2.7. Paspen «Restore Configuration»

B pasaene «Restore Configuration» nponcxoant BocctaHoBeHMe KoHdurypaumm BMC uns
pe3epsHo Konuu MO (pucyHok 74).

PucyHok 74. Bud okHa pa3desna «Restore Configuration»

Restore Conﬁgu rat|0n #A Home - Maintenance Restore Configuration

Config File

Save
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B ,aHHOM OKHe:

= «Config File» — BbIbop pe3epBHOro daiina KoHpurypaumm BMC.
6.2.8. Paspgen «Restore Factory Defaults»

B pasaene «Restore Factory Defaults» ocyliecTsnfeTca BOCCTaHOBAEHWE HACTPOEK NO YMONYAHUIO
ans onumin BMC (pucyHok 75).

PucyHok 75. Bud okHa pa3desna «Restore Factory Defaults»

Restore Factory Defaults # Home - Maintenance - Restore Factory Defaults

The following checked configurations will be preserved through the restore operation. You can make
changes to the list in the preserve configuration page.

SDR
FRU
SEL
IPMI
Network
NTP
SNMP
SSH
KVM
Authentication
Syslog
Web

Save

B AaHHOM OKHe:

=  «SDR» — Hactpowku SDR no ymonyaHuio 6yayT BOCCTaHOBNEHDI;

=  «FRU» — HacTpoikm FRU no ymonyaHuio 6yayT BOCCTaHOBNEHDI;

»=  «SEL» — HacTtponku SEL no ymonyaHuto 6yayT BOCCTAHOB/EHbI;

= «IPMI» — HacTpoWiku unutepderica IPMI no ymonyaHuto byayT BOCCTaHOB/EHbI;
=  «Network» — ceTeBble HaCTPOMKM NO yMOYaHMO0 ByayT BOCCTaHOB/EHbI;

= «NTP» — HacTpoikn NTP no ymonyaHuio 6yayT BOCCTaHOBAEHDI;

= «SNMP» — Hactporikn SNMP no ymonyaHuto 6yayT BOCCTAHOBNEHDI;

= «SSH» — HacTpoiku SSH no ymonyaHuto 6yayT BOCCTAaHOB/EHDI;

= «KVM» — Hactpoiikun KVM no ymonyaHuto 6yayT BOCCTAaHOB/EHDI;

*= «Authentication» — HacTponKkmM ayTeHTUPUKALMM NO yMONYaHUIO ByayT BOCCTAHOBNEHDI;
«Syslog» — HacTpoiiku syslog no ymonuaHuio 6yayT BOCCTAaHOBNEHbI;
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=  «Web» — HacTpoiku web no ymonyaHuio 6yayT BOCCTaHOB/EHbI.

6.2.9. Paspen «System Administrator»

B pasaene «System Administrator» oTobparkatoTca napameTpbl y4ETHOW 3aNMCu CUCTEMHOTO
agMUHUCTpaTopa (pucyHok 76).

PucyHok 76. Buod okHa pa3dena «System Administrator»

# Home - Maintenance System Administrator

System Administrator

Username

sysadmin
Enable User Access
Change Password

Password

Confirm Password

B AaHHOM OKHe:

=  «Username» — oTobpaxeHne MMeHU CUCTEMHOTO aAMUHUCTPATOPA;

= «Enable User Access» — BKtouYeHWe/OTKAOYEHME A0CTYNA NOMb30BaTeNeN K onuun «System
Administrator»;

= «Change Password» —  BK/AOYEHWE/OTKAOYEHME  ONMUUK  U3MEHEHMA  napons
agMUHUCTpaTOpA.

6.2.10. Pazgen «POST Code»

B pasgene «POST Code» ocywiecTBaserca NpocmMoTp MHPOPMaLLMKM O KoAax NPOXOXKAEHUA
npoueaypbl POST (pucyHoK 77).
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PucyHok 77. Bud okHa pa3dena «POST Code»

# Home - Maintenance BIOS POST Code

BIOS POST Code

Post Code List (2]

BIOS Check Point

020303040405050670 7074 76 ALA3A3A3SA3A3A3ATAOATATATATABASAOAAAEAFEOELIE4E3ELES
E3ES5B0OB0B1B4B2B3B3B6B6B6B6B6B6 B7B7BEB7B2BSBSBABBBSBOB7 BCBFEGETEBEQEBECED
EEEGETECECEBECEDEES34141414141414B524D415941414141414141A24141414141415AD1
D3D4414141A210D5111213EF151A1B1A1B1A162017181D261D1617181B1617 182727282830
27291A1A1A1A1A1B1B1B1A1A1A1A1A1B1B 1B

B naHHOM OKHe:

= «BIOS POST Code» => «Post Code List» — onucaHue npoueaypbl system POST.
6.2.11. Paspen «BMC Reset»

B pasgene «BMC Reset» BbinonHAaeTca nepesarpyska BMC (pucyHok 78).

PucyHok 78. Buo okHa pa3dena «BMC Reset»

# Home - Maintenance - BMC Reset

BMC Reset
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[MepeyeHb NPUHATLIX COKPALLEHNN

CokpalueHHoe
NonHoe HanmeHoOBaHue
HaumeHoBaHue

o3y OnepaTMBHOE 3aNOMMUHAlOLLEE YCTPOMCTBO

MnK MepcoHanbHbIN KOMNbIOTEP

no MporpammHoe obecneyeHune

un LieHTpanbHbIM Npoueccop

AC aHrn. Alternating current — nepemeHHbI TOK

AD aHrn. Active Directory — cny»k6bl KaTanoros Kopnopauuu Microsoft 4na onepaumMoHHbIX
cuctem cemerictea Windows Server

BIOS aHrn. Basic Input/Output System — 6a3oBan cuctema BBo4a/BblBoaa

BMC aHrn. Baseboard Management Controller — KoHTponnep ynpasneHUa maTepuHCKOM naaTom

BSOD aHrn. Blue Screen of Death — «cuMHUIA 3KpaH cMepTU», peaKkLus onepaLnoHHOM CUCTEMDI
Windows Ha KpuTuyeckne ownbKun B pabote KomnbloTepa

CD aHr. Compact Disc — onTuyeckunin HocuTenb MHPOPMaLUM

CIFS aHrn. Common Internet File System — eauHas daitnosas cuctema MHTepHeTa, NPOTOKON
nepefayu AaHHbIX MO CeTU C O4HOro YCTPOMCTBA Ha Apyroe

CPU aHrn. Central Processing Unit — ueHTpanbHbIN NpoLeccop

DC aHr. Direct current — NOCTOAHHbBIN TOK

DDM aHrn. Dynamic Data Masking — anHamuuyeckana MackMpoBKa AaHHbIX

DHCP aHrn. Dynamic Host Configuration Protocol — npoToKon gMHamMyecKoi HacTPOMKM y3na

DIMM aHrn. Dual In-line Memory Module — dopmbakTop moaynent namatn DRAM

DNS aHrn. Domain Name System — cuctema JOMEHHbIX MMEH, KOTOpasA CBA3bIBAET Ha3BaHUA
JomeHoB ¢ IP-agpecamn, COOTBETCTBYIOLLMX 3TUM JOMEHAM

DRAM aHr. Dynamic Random Access Memory — aMHammn4yecKas namaTb C MPOU3BO/IbHbIM
JOoCTynom

DVD aHrn. Digital Versatile Disc — undpoBoit MHoroueneson ANCK, ONTUYECKUIA HOCUTENb
nHdopmaumm

FRU aHrn. Field Replaceable Unit — 610K 3ameHbl 3aNacHOM YacTu Ha MecTe

IP aHrA. Internet protocol — MHTepHET-NPOTOKON

IPMB aHrn. Intelligent Platform Management Bus — LMHa MHTEN/IEKTYa/IbHOrO yNpaB/ieHuA
naatdopmoit

IPMI aHrn. Intelligent Platform Management Interface — uHTenneKTyanbHbIl MHTEpPDENC
ynpasneHus nnatpopmoit

IPv4 aHrn. Internet Protocol version 4 — yeTBepTas BEPCUA MHTEpPHET-NpoToKoAa IP

IPV6 aHrA. Internet Protocol version 6 — HoBasA Bepcusa MHTepPHeT-NpoToKoa IP, npusBaHHas
pewunTb NpobaemMbl, C KOTOPbIMM CTO/IKHYNACh Npeablaylian sepcus IPvd
aHrn. Kernel-based Virtual Machine — ¢yHKumMA nporpammHoro obecnevyeHus, KOTOpyo

KVM MOXHO YCTaHOBUTb Ha Ppuamdeckmx komnbtoTepax ¢ OC Linux B uensx co3gaHun

BUPTYa/ibHbIX MalUNH

aHrn. Link Aggregation Group — rpynna arpermpoBaHHbIX MOPTOB
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CokpalueHHoe

NonHoe HaumeHoBaHue

HanmeHoBaHue

LAN aHr. Local Area Network — noKkanbHas BblYMCAUTENbHAA CETb

LDAP aHrn. Lightweight Directory Access Protocol — ceTeBoit npoTokon Ans gocTyna K cnyxbe
KaTanoros

LPC aHrn. Low Pin Count — wwuHa, ncnoab3yemas B IBM PC-coBMeCTMMbIX MEPCOHANbHbIX
KOMMNbloTepax ANA NOAKIOYEHUA YCTPOMUCTB, He TPeOyoLMX 601bLION NPONYCKHOM
CNOCobHOCTU, K LLEHTPaIbHOMY MPOLLECCOPY

mDNS aHr. Multicast DNS — mHoroagpecHbin npoTtokon DNS
aHrn. Media Access Control — yHWKanbHbIN NAeHTUOMKATOP, NPUCBANBAEMBIN KaXKaomn

MAC eAnHNLE aKTUBHOro 060pyA0BaAHMA MU HEKOTOPbLIM UX MHTepdelicamM B KOMMbIOTEPHbIX
cetax Ethernet

NC-S| aHrn. Network Controller Sideband Interface — KomnbloTepHbI MHTEPdENC M NPOTOKON,
cBA3bIBatoWmMii BMC v KOHTpoanepbl, uan nHtepdeiicol, cetm

NFS aHrn. Network File System — npoTokon ceTeBoro goctyna K ¢anioBbim cMcTeMam

NTP aHrn. Network Time Protocol — npoTokon ceTeBoro BpemeHu

PAM aHrn. Pluggable Authentication Modules — noakntoyaemble moaynu ayTeHTUDMKaLUK
aHrn. Peripheral Component Interconnect Express — KOMNbOTEPHAA LWMHA, B KOTOPOW

PCl-e NPUMEHAIOTCA BbICOKONPOU3BOAUTENbHbIN NPOTOKON NOCNeA0BATENBHOWN Nepeaaym
OAHHBIX Y NPUHLMN COEANHEHUA «TOYKA-TOUKa»

PSU aHrn. Power Supplay Unit — 610K nuTaHma
aHrn. Remote Authentication in Dial-In User Service — npoTokon gns peannsaumm

RADIUS ayTeHTUdMKaLUK, aBTopm3aunm n cbopa ceeseHnn 06 MCNoNb30BAHHbIX pecypcax,
pa3paboTaHHbIN A5 Nepenayn CBeAEHUI MexXay LieHTpanbHoM naatdopmoit n
obopyaoBaHuem

SATA aHrn. Serial ATA — nocnegoBaTenbHbIN MHTEpdeElic 0bMeHa faHHbIMKU C HOCUTENAMU
nHbopmaumm

SDR aHrn. Single Data Rate — namsaATb ¢ oAMHAPHOM CKOPOCTbIO Nepeaayn gaHHbIX

SEL aHrn. System Event Log — »KypHan cMcTeMHbIX cObbITUI

SMTP aHrn. Simple Mail Transfer Protocol — npocToit npoTokon nepeaayn nNoyTbl, CETEBOM
NPOTOKO/, NpeAHa3HauYeHHbIN A1a nepeaayn 31eKTPOHHOM nouTsl B cetax TCP/IP

SNMIP aHrn. Simple Network Management Protocol — cTaHAapTHbIN MHTEPHET-NPOTOKON AN1A
ynpaB/ieHus ycTponcTBamu B IP-ceTsax

ssL aHm. Secure Sockets Layer — ypoBeHb 3aLWMLLEHHbIX COKETOB, KpMNTOrpaduyeckuii
NPOTOKO/, KOTOPbIN NoapasymesaeT 6onee 6e3onacHyto cBA3b
aHrn. Secure Shell — ceTeBoM NPOTOKON NPUKNAAHOIO YPOBHSA, NO3BONAOLWMIN

SSH NpPoun3BOAUTbL YAa/IEHHOE YrNpPaB/ieHME ONEPALLMOHHON CUCTEMOM U TyHHeAnpoBaHue TCP-
coeauHeHUM

TCP aHrn. Transmission Control Protocol — npoToKon nepenayn gaHHbIX B ceTU MHTepHerT,
npegHasHayeHHbIN oA ynpaBaeHus nepegayeit gaHHbIX

TSIG aHrn. Transaction SIGnatures — NpoToKo/, KOTOPbIN o6ecneynBaeT NAeHTUOMKALMIO U
LeNOCTHOCTb AaHHbIX

UDP aHrn. User Datagram Protocol — npoTokon 6bICTPoit M HEHaAEXKHON TPAHCNOPTUPOBKMU

AaHHbIX mexay TCP/IP-xoctamu

aHrn. Virtual Local Area Network — Tononorunyeckas («BupTyanbHaA») 0KabHas
KOMMblOTEPHaA CeTb
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